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1. EDITORIAL 

Anocracy ð Interesting Form of State Evolution  

Currently Analyzed and Debated around the 

World 

PhD. Eng. Stelian TEODORESCU 

 ñLearn from yesterday, live for today and hope for 

tomorrow. The most important thing is to never stop 

asking yourself.ò 

Albert Einstein 

Throughout history, some nations of the world have transitioned, remained temporarily, or even per-
manently fallen into autocracy or outright dictatorship. Now some countries in the world are democracies, but 
other go through an interesting form of their evolution, namely anocracy (quasi-democracies with features of 
both democracies and autocracies) or pseu-
do-democracies.  

Anocracy or semi-democracy is a 
form of government that is loosely defined 
as partial democracy or as ña regime that 
combines democratic and autocratic fea-
turesò.  

The term ñsemi-democraticñ is re-
served for stable regimes that combine dem-
ocratic and authoritarian elements. Scholars 
distinguish anocracies from autocracies and 
democracies by their ability to maintain au-
thority, political dynamics, and political 
agendas. Anocratic regimes have democratic 
institutions that allow nominal competition. 
Such regimes are particularly susceptible to 
the outbreak of armed conflict and unex-
pected or adverse changes in leadership.  

Some of these nations are still at risk of falling into the trap of dictatorship. They have a choice, but the 
question is: what will they do? It is very clear now that there is more and more global discussion about the 
current state and evolution of governance in various parts of the world, how autocracies emerge and what can 
be done, particularly in our education systems, to prevent them from occurring. 

Source: http://serendipity.ruwenzori.net/index.php/2013/11/18/

anocracy-in-africa 
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The operational definition of anocracy is widely used by researchers Monty G. Marshall and Benjamin 
R. Cole of the Center for Systemic Peaceĭ, and this definition has been widely disseminated through the politi-
cal data series. This dataset aims to measure democracy in different states and uses anocracy as one of its clas-
sifications for the type of regime in place. Anocratic regimes are also known as hybrid regimes. They combine 
authoritarian powers with some democratic practices, for example holding elections that are competitive to 
some extent. In a closed anocracy, competitors are drawn from the existing elite, and in an open anocracy, oth-
ers also compete. The number of anocratic regimes has steadily increased over time, with the most notable 
jump occurring after the end of the Cold War. From 1989 to 2013, the number of anocracies increased from 30 
to 53Į.  

Strengthening democracy, which according to Freedom Houseį is in steady long-term decline, must be 
a priority for training and educating todayôs youth. For some people around the world, there is no longer a 
choice between democracy, autocracy, or something in between. They chose their path, or the path was chosen 
for them. The ideal of dystopian leaders is to hide from their fellow citizens how bad the nation in which they 
live has become. Citizens will be constantly told that, in fact, everywhere else is worse. So we can say that dis-
information is a second nature of evolution for various leaders. In a dictatorship, the goal is to force everyone 
to believe the dictatorial line, in a favorable context characterized by a lack of experience, critical thinking, or 
courage to think otherwise. In such a context, we can say that there are democracies and "democrats". That is, 
there are many intermediate states. The possibilities are endless, which is why studying the possibilities is very 
important. Many nations can end up being classified as intermediary states, even if we like it or not, history 
has proven the existence of such developments. Some countries are, for the most part, full but imperfect de-
mocracies. In such countries, each individual eligible to vote has, at least in theory, an equal voice in how the 
nation is run. In a true democracy, all adults who are citizensðusually anyone born in the country or natural-
izedðhave one vote, and all votes count equally. There are also various forms of quasi-democracies, which 
may have characteristics of the surface appearance of democracies, but are not truly democratic. These various 
forms of quasi-democracies are sometimes referred to as "anocracies". It is usually democracies in decline that 
begin to take on autocratic characteristics.  

Moghaddam (2018) pointed out that on the continuum between democracy and dictatorship, change 
can take three forms. Change can occur in the absence of any change in either laws or informal norms. Or 
change may occur in informal norms or through changes in laws. As Moghaddam (2018) points out, even 
countries that seem ideologically very different, such as China and the United States, may be at root less dif-
ferent than they appear. Moreover, even when there are revolutions, it is difficult to establish democracy im-
mediately because it requires (a) revolutionary leaders who are willing to do so ï and this is rare ï; (b) elites 
who are willing to hand over power to the people; (c) foreign leaders who are willing to refrain from interfer-
ing in the development of democracy; and (d) a population that is ready for democracy (Moghaddam, 2018). 
While Moghaddam (2018) believes that a specific set of characteristics is needed for people to embrace de-
mocracy, De Saint-Laurent and Glaveanu (2018) suggest that a more fluid approach is preferable, as character-
istics emerge from the interaction of a form given by the government with the cultural environment in which it 
appears. Quasi-democracies, i.e. anocracies, can become pseudo-democracies, or democracies in name only. 
Today, these pseudo-democracies include countries where there is strong suppression of opposition media, the 
imprisonment of opponents, and "strongmen" who continue to be "re-elected" again and again in undemocratic  

 
 

ĭThe Center is involved in innovative, macro-comparative research focused on the issue of political violence in the structural context 
of the dynamic global system, i.e. the analysis of global societal systems. The Center supports scientific research, data collection and 
quantitative analysis in many areas related to the fundamental problem of political violence in both human social relations and soci-
etal development. The focus of CSP research is on the possibility of an integrated management for all types of societal and systemic 
conflicts and on the sustainability of systemic peace. Recognizing that the foundation of liberal democratic governance is an in-
formed and active public, the Center produces global intelligence resources and regularly monitors and reports overall trends in 
societal, global, regional, and state system performance across key dimensions of analysis. of conflict, governance and development 
(human and physical). 
Įhttps://en.wikipedia.org/wiki/Anocracy 
įFreedom House is based on the core belief that freedom flourishes in democratic nations where governments are accountable to 
their people. Freedom House assesses peopleôs access to political rights and civil liberties in 210 countries and territories through 
its annual Freedom in the World report. Individual freedoms ï from the right to vote to freedom of expression and equality before 
the law ï can be affected by state or non-state actors. 
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and rigged elections. People in pseudo-democracies may still have the opportunity to choose a better future, 
but doing so will be challenging. 

Beneath anocracy in terms of freedom is autocracy, which can take one of three often overlapping 
forms - oligarchy, dictatorship, and fascism. In oligarchy, a small group of people retain control of the govern-
ment and can do more or less what they want. Russia appeared to be an oligarchy until the start of the war in 
Ukraine, which showed it to be much closer to dictatorship. Hereôs the amazing thing: People often vote for 
what they never say they want, and they donôt vote for what they say they want (Thomson-DeVeaux, 2019).  

The high correlation between anocratic regimes and human rights abuses denotes the non-linear pro-
gression in a countryôs transition from an autocracy to a democracy. In general, human rights violations de-
crease substantially when a certain threshold of full democracy is reached. However, human rights violations 
tend to remain the same or even increase as countries move from autocratic to anocratic regimes. Violations 
include torture, police brutality, slavery, discrimination, unfair trials, and restricted freedom of expression. Re-
search has shown that political protests, such as those that occurred during the Arab Spring, generally lead to 
an increase in human rights violations as the incumbent government tries to maintain its power and influence 
over the government opposition.  

In its annual Freedom in the World report, Freedom House scored statesô violations of civil liberties on 
a seven-point scale, with a score of seven representing the highest percentage of violations. Freedom House 
defined the violation of civil liberties as violations of freedom of expression, rights of association and organi-
zation, the rule of law, and individual rights. Most consolidated democracies received scores of one, but almost 
all anocracies received a score between four and six due to the high percentage of civil liberties violations in 
most anocracies.  

In conclusion, we can say that the instability of anocratic regimes makes human rights violations signif-
icantly higher in anocracies than in democratic regimes. According to Maplecroftôs  2014 Human Rights Risk 
Atlas (Verisk Maplecroft is a global risk intelligence company providing data and insights on sustainability, 
resilience and ESG issues), eight of the top ten worst human rights violators to man are anocrats. In addition, 
the report classified each current anocracy as being ñat riskò or at ñextreme riskò of human rights violations. 
 

 

 

 

 

 

 

 

 

 

 

 

 
https://www.maplecroft.com/ 
In recent years, the concept of ESG (Environmental, Social, Governance) has become increasingly present in the business world 
and in investment discussions. ESG is an abbreviation for three essential categories that measure the impact of a company or busi-
ness on the environment, its social relations and the quality of services and internal organization. Every entrepreneur and business-
man needs to understand what ESG is and why it has become so important in the business world, discovering the significant impact 
the concept has on investment decisions and behavior within the company. 

https://www.maplecroft.com/
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2. ARTIFICIAL INTELLIGENCE 

Artificial Intelligence (AI) in Law  

Enforcement and Criminal Activities  

A Dual-Use Dilemma 

PhD. Mohamed MLILESS (Morocco) 
 

 Abstract  

 This article delves into the dual-use dilemma of artificial intelligence within the realm of law enforce-
ment and criminal activities. The first section, explores the potential misuse of artificial intelligence in ampli-
fying criminal activities. For this aim, many elements will be adopted to explain the darker aspects of artificial 
intelligence, discussing its potential exploita-
tion for malicious purposes. This includes the 
generation of fake content, the automation of 
social engineering attacks, evasion of security 
systems, execution of ransomware attacks, da-
ta pollution, and unauthorized access to devic-
es secured by artificial intelligence. Each of 
these areas presents unique challenges and 
threats to security and privacy, underscoring 
the need for robust countermeasures. The sec-
ond section on the role of artificial intelligence 
in enhancing law enforcement services, offers 
a more optimistic perspective on artificial in-
telligenceôs potential. It discusses how artifi-
cial intelligence can enhance efficiency and 
accuracy, reduce human error and bias, im-
prove decision-making, optimize resource allo-
cation, strengthen community ties and public 
safety, and contribute to crime reduction. However, these benefits come with their own set of challenges, par-
ticularly in terms of ensuring fairness, transparency, and accountability in artificial intelligence systems. Col-
lectively, these two sections illuminate the complex and multifaceted relationship between artificial intelli-
gence, law enforcement, and criminal activities. They underscore the need for a balanced approach that max-
imizes the benefits of artificial intelligence while minimizing its potential misuse, highlighting the importance 
of this issue in the contemporary digital landscape. 

 Introduction 

Artificial intelligence (AI) refers to the simulation of human intelligence in machines that are pro-
grammed to think and act like humans (Fuster & Universiteit, 2020). This is done through the collection of 
data, the ability to learn from that data, and the implementation of continual, iterative improvement which re-
sults in more accurate outputs (Rigano, 2019) and types of AI, including general AI which has a broad focus,  

Source: https://thedailyguardian.com/artificial-intelligence-
and-cyber-crime-facing-new-threats-and-challenges/ 
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and narrow AI (or ñweak AIò) which is built for a specific task. 
In law enforcement services (LES), narrow AI is predominantly used to automate manual tasks, help 

personnel find information quickly, and provide more accurate and timely predictions, amongst other things. 
Due to advances in technology and processing speeds in recent years, as well as the reducing cost of such 
technologies, AI has increasingly found itself as a popular and beneficial tool within LES (Interpol, 2023, 
2024). However, the implementation of AI technologies in the criminal and civil legal systems, LES, and cor-
rections institutions brings with it a number of considerations that must be taken into account to ensure that 
such solutions are implemented in a way which is fair, transparent, and accountable (FutureWebAI, 2023). 
This includes ensuring that the technologies in question are secure and reliable, that decisions made by AI are 
overseen by human personnel, and that data used to train AI models is itself reliable, unbiased, and subject to 
appropriate levels of cybersecurity (Rigano, 2019). Such considerations will be explored later on in this docu-
ment. If AI can significantly benefit LES in several ways, AI could also be used to amplify criminal activities. 
Artificial Intelligence has been a transformative force in various sectors, including LES, where it has been lev-
eraged to improve efficiency and effectiveness (Smith & Anderson, 2018). However, the same technology that 
is used to enhance LES could also be exploited to amplify criminal activities (Brundage et al., 20118). This 
dual-use nature of AI poses significant challenges for society and calls for a comprehensive understanding of 
its potential misuse (Bostrom, 2014). This article aims to explore this darker side of AI, focusing on how it 
could be used to facilitate criminal activities. 
 Finally, the iterative nature of AI, where models can improve over time and effectively change their 
recommended outputs in the future, means that moving from a rules-based approach to such decisions, output 
by AI, to a more dynamic way of working requires a significant culture change in LES (North Carolina State 
University, 2023).  

 1. Potential Misuse of AI in Amplifying Criminal Activities 

 The first component of this article investigates the potential misuse of AI in enhancing criminal activi-
ty. For this goal, various elements will be used to explain the darker aspects of AI, including its potential for 
harmful exploitation. This includes creating bogus material, automating social engineering attacks, evading 
security systems, carrying out ransomware attacks, polluting data, and gaining unauthorised access to AI-
secured equipment. Each of these domains poses distinct problems and threats to security and privacy, empha-
sising the importance of strong solutions. 

 1.1. AI-Generated Fake Content 

 Artificial intelligence can be misused in criminal activities in several ways. For instance, AI-generated 
fake content, such as deepfakes, could surrogate realistic-looking images or videos of people to depict people 
saying or doing things they never did (Caldwell, 2020). 
 The misuse of AI in criminal activities, particularly the creation of AI-generated fake content or 
ñdeepfakesò, is a growing concern. Deepfakes, synthetic media where a person in an existing image or video is 
replaced with someone elseôs likeness, can be used in various criminal activities such as harassment, extortion, 
fraud, falsifying identities, non-consensual pornography, and spreading disinformation (Velasco, 2022). These 
challenges pose significant issues for LES and society, necessitating the development of effective strategies 
and technologies to detect and combat the malicious use of AI. This includes enhancing LES skills, develop-
ing deepfake detection software, and creating policies and regulations to address these issues (Cornelia, 2022). 
While AI can be misused, it also holds potential for positive impact in many areas, including crime prevention 
and detection, thus requiring a balanced approach that maximizes the benefits of AI while minimizing its risks 
(Blauth, 2022). 

 1.2. Automation of Social Engineering Attacks 

 Artificial Intelligence (AI) in automated social engineering attacks poses significant challenges to tra-
ditional security measures. Artificial intelligence (AI) is being used by malicious actors to automate and im-
prove social engineering techniques, making them more complex and challenging to identify (Arntz, 2023; 
Portman, 2023; Fox, 2023). Large-scale datasets can be used to train AI algorithms to mimic human behavior, 
tricking people into disclosing private information or engaging in illegal activity (Whittle, 2021; Botes, 2023). 
This has made it possible to create phishing emails that are incredibly convincing, messages that are custom-
ized for certain recipients, and even AI-powered chatbots and virtual assistants that can converse with users in  

https://eucrim.eu/authors/riehle-cornelia/


Geostrategic Pulse, No.296, May- June 2024                                                                      www.pulsulgeostrategic.ro                

9 

real time (Sjouwerman, 2023; Graves, 2023; Ienca, 2023). Given that they may target financial institutions, 
government agencies, vital infrastructure, and other high-value entities, these automated social engineering 
attacks pose a serious risk (Sakhnini et al., 2023; Fares et al., 2023; Schmitt, 2022; Schmitt & Flechais, 2023). 
Although AI has the potential to be harmful, when applied sensibly and morally, it can also be beneficial 
(Sarker, 2021). Organizations need to take a multipronged strategy to countering these dynamic threats, which 
includes putting security patterns and countermeasures in place, like automated countermeasure generation and 
social engineering security patterns (Salahdine & Kaabouch, 2019). In order to reduce the risks posed by these 
sophisticated attacks, it is also important to foster a culture of skepticism, verify information, and use AI for 
defense (Alkhalil, 2021; TESSIAN, 2023; Luo, 2011). 

 1.3. Evasion of Security Systems 

 Artificial intelligence can be used to evade security systems, such as image recognition and voice bio-
metrics (Caldwell, 2020). Evasion of security systems is a complex and evolving field that encompasses a 
range of techniques and strategies aimed at circumventing or bypassing various security measures. In todayôs 
interconnected world, where data breaches and cyber threats are prevalent, the ability to evade security sys-
tems has become a critical skill for both malicious hackers and cybersecurity professionals. From exploiting 
vulnerabilities in software to social engineering tactics, the landscape of security evasion is multifaceted and 
constantly adapting to new technologies and defenses. Understanding the methods used to evade security sys-
tems is essential for safeguarding sensitive information and staying ahead of potential threats in an increasing-
ly digital age. 

 1.4. Ransom Ware Attacks 

 It is mentioned in Caldwell (2020) that AI has been used to make ransomware attacks more efficient by 
intelligently targeting and evading detection. According to the National Cyber Security Centre (National Cyber 
Security Centre, n.d.), ransomware is a sort of software that encrypts your files and stops you from accessing 
them. A criminal organisation will then demand a ransom in exchange for decryption. Ransomware attacks 
have emerged as a pervasive and damaging form of cyber threat, characterized by malware that blocks access 
to a victimôs data or system, typically by encrypting files and demanding a ransom for their release. These at-
tacks have seen a significant increase in recent years, with various ransomware variants being developed and 
deployed in attacks across different sectors (Kaspersky, n.d.). The COVID-19 pandemic has further fuelled the 
rise of ransomware incidents, exploiting vulnerabilities created by the rapid shift to remote work environ-
ments. Cybercriminals utilize a variety of strategies to carry out ransomware attacks, including phishing 
emails, software vulnerabilities, and exploiting Remote Desktop Protocol (Aver, 2022; Blue Goat Cyber, n.d.; 
Palo Alto Networks, n.d.). Upon infection, victims are confronted with the choice of paying the ransom, at-
tempting to eliminate the malware, or rebooting the device. The financial repercussions of ransomware attacks 
are significant, with organizations incurring an average loss of $4.35 million per incident (J.P. Morgan, n.d.; 
Huang, 2023; Toulas, 2024). It is noteworthy that ransomware attacks have targeted critical infrastructure, 
such as hospitals, resulting in service disruptions and the compromise of sensitive data (CISA, 2023; Sabin, 
2024).The most effective defense against ransomware attacks is prevention, which underscores the importance 
of robust cyber hygiene practices such as regular software updates, vulnerability scanning, offline encrypted 
backups, and reporting incidents to LES like the Cyber security and Infrastructure Security Agency (CISA) 
(NIST, 2021). Anti-ransomware solutions are instrumental in detecting and mitigating these attacks. As ran-
somware continues to evolve, posing substantial risks to both individuals and organizations (Fortinet, 2023; 
Trend Micro, 2023; Razaulla, 2023), proactive measures and heightened awareness are crucial in mitigating 
the impact of these malevolent cyber threats (Agence Nationale de la S®curit® des Syst¯mes Dôinformation 
(ANSSI), 2021).  

 1.5. Data Pollution 

 In terms of data pollution, AI can be used to identify blind spots in detection rules and pollute data to 
make attacks more efficient (Caldwell, 2020). Data pollution, a concept analogous to environmental pollution, 
pertains to the contamination of digital ecosystems with detrimental ñdata emissionsò that disrupt social insti-
tutions and public interests (Hasselbalch, 2022). This phenomenon is gaining increasing relevance in the era of  
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big data and AI, where the misuse and manipulation of data can yield extensive consequences (Ben-Shahar, 
2019). Data pollution can manifest in a multitude of forms, such as inaccurate or misleading information, 
skewed analytics, and biased AI algorithms. The implications of data pollution transcend individual privacy 
concerns, impacting entire ecosystems and public goods (United Nations Environment Programme, 2020; Li & 
Huang, 2023). Addressing data pollution requires a multifaceted approach that includes regulatory frame-
works, transparency mechanisms, and corrective actions to mitigate its impact. Just as industrial pollution ne-
cessitated environmental laws and regulations, data pollution calls for similar governance structures to safe-
guard public interests and ensure the integrity of digital systems. By understanding the dynamics of power and 
interests shaping data pollution, stakeholders can work towards a sustainable approach to managing data in the 
digital age. 

 1.6. Breaking into Devices Secured by AI 

 Artificial intelligence has revolutionised many parts of our life, including security. However, it is criti-
cal to recognise that, while AI technology improves safety and efficiency, it may also be used for evil reasons. 
In other words, devices secured by facial recognition or other AI technologies can be broken into using ad-
vanced AI techniques. Breaking into devices secured by artificial intelligence poses a unique challenge due to 
the complexity and adaptiveness of AI systems. Malicious actors can leverage AI to improve the effectiveness 
of traditional attack techniques, such as password guessing, or develop entirely new types of attacks, like em-
bedding AI capabilities within malware to evade detection (Ciancaglini, 2020). Additionally, AI can be used to 
create convincing fake identities or personas, known as deep fakes, which can be employed to carry out social 
engineering attacks (Roberts, 2023). Moreover, AI can be used to generate customized attacks tailored to spe-
cific targets, making defense more challenging (Caldwell, 2020). As AI becomes more ubiquitous, securing 
devices from these emerging threats will require continuous innovation and adaptation in cybersecurity strate-
gies by LES (Comiter, 2019).  While these potential misuses of AI are concerning, itôs important to note that 
AI is also extensively used in crime prevention and detection (Caldwell, 2020). As AI technology expands in 
capability and deployment, so do the risks of criminal exploitation. Therefore, Caldwell et al. suggest that itôs 
crucial to continue research and development in AI security to mitigate these risks. In the realm of LES, as our 
society progressively incorporates technology, understanding and mitigating the emerging threat of AI-
enhanced social engineering attacks becomes imperative. By examining the intricacies and implications of 
these attacks, we acknowledge the challenges that AI imposes on global LES capabilities. It is essential for 
these services to adapt their techniques to counteract the criminal utilization of AI and to amplify awareness 
among professionals in the field and the broader public. This knowledge arms individuals and communities 
with the requisite tools to protect themselves against the escalating threat posed by AI-driven social engineer-
ing strategies. 

 2. The Role of AI in Enhancing Law Enforcement Services 

 AI plays a crucial role in LES due to its ability to process and analyze large amounts of data quickly. 
Real-time data processing, facilitated by AI, is essential for monitoring criminal activities and enhancing pub-
lic security. AI and big data enable precise and faster detection, modeling, and prediction of criminal activities. 
Predictive policing, a method of predicting criminal activity before it occurs, is becoming more common in 
LES worldwide. It will be discussed in this section that AI and data analytics are cost-effective crime preven-
tion methods, as they rely on past data. For instance, traditional methods like surveillance and physical police 
have drawbacks, such as workforce and material costs, and civil liberty and privacy concerns. By utilizing AI 
and data analytics, LES can substitute traditional methods while maintaining effectiveness at reduced costs, 
which is crucial given financial pressures and public demands for safer neighborhoods. 

 2.1. Enhance Efficiency and Accuracy 

 AI-powered software can analyze large amounts of data and identify patterns or anomalies that may be 
missed by human analysts (Veritone, n.d.). This can lead to more accurate predictions and faster response 
times (Rigano, 2018). Artificial Intelligence has the potential to revolutionize LES by enhancing efficiency 
and accuracy. According to a study by the RAND Corporation, AI can help LES to analyze large amounts of 
data, identify patterns, and predict criminal activity (Yeung, 2021). This can help LES to allocate resources  
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more effectively and prevent crime before it occurs. Additionally, AI can assist in the analysis of video foot-
age, facial recognition, and voice recognition, which can help to identify suspects and solve crimes more 
quickly (Kshetri, 2017). Furthermore, AI can help to automate routine tasks such as paperwork, freeing up of-
ficers to focus on more critical tasks. Overall, AI has the potential to enhance the efficiency and accuracy of 
LES, making communities safer and more secure. An article on artificial Intelligence and Policing reviews the 
increasing use of machine learning and AI by LES, highlighting both the opportunities and challenges associ-
ated with this technology (Guariglia, 2023). The article emphasizes the significant amount of data required for 
AI systems, presenting LES with new opportunities to leverage devices equipped with cameras, microphones, 
and sensors for surveillance purposes. It also raises concerns about the potential consequences for civil liber-
ties due to the extensive data collection involved. The piece touches on issues such as predictive policing algo-
rithms perpetuating inequalities and the need for transparency and fairness in AI implementation within polic-
ing. Additionally, it mentions efforts by some cities to ban the use of certain AI technologies in LES. The arti-
cle underscores the importance of monitoring the rapid adoption of machine learning by police forces and calls 
for continued scrutiny and regulation of AI applications in policing. 

 2.2. Reduce Human Error and Bias 

 Artificial Intelligence can help LES reduce human error and bias: By automating routine tasks and 
providing officers with data-driven insights, AI helps to eliminate some of the most common sources of error 
in policing. Ai presents a promising avenue for reducing human error and bias in LES practices. Research 
(Agudo et al., 2024) demonstrates that AI algorithms can help mitigate human errors by providing accurate 
and consistent analysis of data, leading to more reliable decision-making processes. By automating tasks such 
as data analysis and evidence collection, AI can minimize the impact of human error in investigations (Smith 
& Anderson, 2018; Brundage et al., 2018).  Furthermore, other studies highlight how AI can help reduce bias 
in LES by standardizing procedures and applying consistent criteria in decision-making processes. AI has the 
potential to significantly reduce bias in LES by standardizing procedures and applying consistent criteria in 
decision-making processes. This is supported by a body of research, including a study by Reese (2022) that 
discusses how AI can standardize LES procedures, thereby reducing bias. Similarly, Okidegbe (2023) explores 
how AI can apply consistent criteria in decision-making processes within the criminal justice system. Further, 
Yeung (2021) identify how AI can help in reducing bias in LES applications. Lastly, the College of Policing 
(www.college.police.uk) provides insights into how good decision-making can be facilitated by AI. These 
studies collectively highlight the transformative potential of AI in mitigating bias in LES. 

 2.3. Improve Decision-Making 

 Artificial Intelligence can aid in making informed decisions by providing real-time data analysis. For 
example, crime forecasts allow for more efficient allocation of policing resources. AI has the potential to revo-
lutionize and enhance human decision-making processes by leveraging advanced computational capabilities 
and sophisticated algorithms. As an adaptive technology that learns from vast amounts of data, AI systems are 
uniquely positioned to provide valuable insights and support for informed choices in various domains. The in-
tegration of machine learning, natural language processing, and cognitive computing into decision frameworks 
offers LES several distinct advantages. Firstly, AI enhances data analysis by rapidly processing large volumes 
of structured and unstructured data, providing more comprehensive information than traditional methods. For 
instance, AI can analyze crime data from various sources in real-time (Shah et al., 2021), enabling decision-
makers to make better-informed decisions based on accurate and timely insights. Secondly, AI improves pre-
dictive capabilities by identifying patterns and relationships within complex datasets. This can be seen in pre-
dictive policing, where AI forecasts crime hotspots with greater accuracy (Jenga et al., 2023; Mandalapu, et 
al., 2023), enabling proactive decision-making rather than relying solely on historical trends or intuition. 
Thirdly, AI reduces the cognitive load associated with managing multiple variables simultaneously. This al-
lows humans to focus their attention on higher-level strategic thinking instead of being overwhelmed by de-
tails, such as in emergency response coordination where AI can manage logistical details (Zain et al., 2023). 
Lastly, AI increases objectivity by eliminating biases inherent in human judgment, ensuring fairness and con-
sistency across all decision-making scenarios. For example, AI tools used in judicial sentencing can help en-
sure consistent outcomes based on objective criteria (Bell et al., 2023), reducing the potential for bias. 
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 2.4. Resource Allocation 

 In the context of optimizing operations, AI can contribute significantly. For instance, traffic safety  sys-
tems can identify violations and enforce road rules. Artificial Intelligence indeed plays a crucial role in opti-
mizing decision-making processes by efficiently distributing resources based on data-driven insights and pre-
dictive analytics (Capella Solutions, 2023; Taskade, n.d.; Cronin, 2023; Ghosh, 2023). AI algorithms can ana-
lyze historical usage patterns (Zeng, et al., 2020), current demands (Dilmegani, 2024), and future trends 
(Vartak, 2022; Maguire, 2021) to recommend the most effective allocation strategies. By automating resource 
allocation tasks, AI can enhance efficiency (TECHNO TROPICS, 2023), reduce waste (European Environ-
ment Agency, 2021), and maximize the utilization of available resources (Seraydarian, 2023). Additionally, 
AIôs ability to adapt to changing conditions in real-time enables dynamic adjustments to allocations 
(Aupperlee, 2021). This proactive approach not only improves operational efficiency but also enhances overall 
organizational performance by aligning resources with strategic objectives and priorities. In essence, AI em-
powers decision-makers with the tools and intelligence needed to make informed resource allocation decisions 
that drive sustainable growth and competitive advantage (Meissner & Narita, 2023). Other scholars have em-
phasised the delicate link between AI and LES (Shipman, 2023). For instance, they discussed the relationship 
between AI and LES, emphasising the importance of public policy development, autonomous vehicle regula-
tions, and LES officersô understanding of AIôs limitations and ethical challenges. Additionally, others have 
mentioned that AI has the potential to significantly enhance resource allocation in LES by providing data-
driven insights, accelerating decision-making processes, and supporting officers in making informed choices 
(Chiancone, 2023). Through AI-enabled technologies, LES can improve crime prevention, detection, and re-
sponse efforts, resulting in a safer and more secure society. 
 AI systems can analyse vast quantities of data, such as surveillance footage (Zeng et al., 2020), crimi-
nal records (Al-Zarouni & Vijayakumar, 2021), and social media feeds, to identify patterns and potential 
threats. These insights can then be provided to human officers, who can utilize their experience, intuition, and 
judgment to make informed decisions and take necessary actions. This collaborative approach not only saves 
time but also allows LES to proactively detect and mitigate crimes before they occur (Nature, 2020). 
Moreover, AI technologies can offer valuable support during high-stress situations, such as hostage situations 
(Bukhoree & Choksuriwong, 2023) or active shooter scenarios (Hall, 2019), by supplying critical information 
to human operators (Lundberg & Johansson, 2020) and enabling them to make well-informed decisions under 
pressure (Purdy & Williams, 2023). To realize the full benefits of AI in LES, it is essential to establish clear 
guidelines and regulations (European Parliament, 2020; IAPP, 2023), involve diverse stakeholders in the de-
velopment and deployment of AI technology (UNICRI, 2023; Interpol, 2023), and address potential ethical 
concerns and biases (ManageEngine, 2023; The Franklin Law, 2023). By doing so, LES can harness the power 
of AI to enhance operational efficiency and improve overall outcomes (AI Plus Info, 2023; OJP, 2023). 

 2.5. Community Ties and Public Safety  

 Community ties and public safety are two interconnected concepts that play a crucial role in ensuring 
the well-being and security of individuals and society as a whole. A strong sense of community and social co-
hesion can foster a safer and more secure environment by promoting trust, cooperation, and mutual support 
among community members. At the same time, effective public safety measures, such as LES, emergency ser-
vices, and crime prevention programs, can help to maintain order and prevent crime and violence. Together, 
community ties and public safety form a dynamic and complex system that requires the involvement and col-
laboration of various stakeholders, including government agencies, community organizations, and individual 
citizens. In this context, understanding the relationship between community ties and public safety is essential 
for developing effective strategies and policies that promote safety, security, and well-being for all. Communi-
ty Ties and Public Safety: AI can strengthen community ties and public safety. For example, AI is helping to 
identify the potential for an individual under criminal justice supervision to reoffend. To realize the full bene-
fits of AI in LES, it is essential to establish clear guidelines and regulations (Levy et al., 2023), involve diverse 
stakeholders in the development and deployment of AI technology (Glover et al., 2022), and address potential 
ethical concerns and biases (Chalfin et al., 2022). By doing so, LES can harness the power of AI to enhance 
operational efficiency and improve overall outcomes. 
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 2.6. Crime Reduction 

 In terms of crime reduction, some studies suggest that cities might reduce crime by 30 to 40% with 
smart technology like AI (Faggella, 2019; Deloitte, 2023). These benefits can revolutionize the way LES op-
erate, improving response times to emergencies, preventing accidents, and providing better and more efficient 
services to the community. Crime reduction is a multifaceted and critical aspect of maintaining public safety 
and fostering a secure society. It involves a range of strategies and interventions aimed at preventing, deter-
ring, and addressing criminal activities within communities. Effective crime reduction efforts often require a 
combination of approaches, including community policing, targeted enforcement actions, crime prevention 
programs, and social interventions to address underlying causes of criminal behavior. By implementing evi-
dence-based practices and collaborating with various stakeholders, such as LES, community groups, and local 
government officials, significant progress can be made in reducing crime rates and improving overall safety 
levels. Understanding the complexities of crime reduction and implementing comprehensive strategies tai-
lored to specific community needs are essential steps towards creating safer environments for all individuals. 
Artificial Intelligence has emerged as a powerful tool in the realm of crime reduction, offering innovative so-
lutions to enhance LES efforts and improve public safety (Levy et al., 2023). AI technologies can analyze vast 
amounts of data to identify patterns, trends, and anomalies that may indicate criminal activity, enabling LES 
to proactively address potential threats (Levy et al., 2023). 
 Machine learning algorithms can be utilized to predict crime hotspots (Vinothkumar. Et al., 2023), op-
timize patrol routes (Mingyue & Xueying, 2023), and allocate resources more effectively (Levy et al., 2023). 
Additionally, AI-powered surveillance systems can enhance monitoring capabilities and assist in real-time 
crime detection (Al-Madani, et al., 2023). 
By leveraging AI for predictive policing (Hung et al., 2021), facial recognition (Van Noorden, 2020), and data 
analysis (Levy et al., 2023), LES can streamline operations, prioritize interventions, and ultimately reduce 
crime rates. However, ethical considerations regarding privacy, bias, and transparency must be carefully ad-
dressed to ensure that AI technologies are deployed responsibly and in a manner that upholds civil liberties 
while effectively contributing to crime reduction efforts (Van Noorden, 2020). 

 Conclusion 

 In conclusion, this article has provided a comprehensive exploration of the dual-use dilemma of AI 
within the realm of LES and criminal activities. The first section has shed light on the potential misuse of AI 
in amplifying criminal activities, discussing its potential exploitation for malicious purposes such as the gen-
eration of fake content, the automation of social engineering attacks, evasion of security systems, execution of 
ransomware attacks, data pollution, and unauthorized access to devices secured by AI. Each of these areas 
presents unique challenges and threats to security and privacy, underscoring the need for robust countermeas-
ures. 
 The second section has offered a more optimistic perspective on AIôs potential role in enhancing LES. 
It discusses how AI can enhance efficiency and accuracy, reduce human error and bias, improve decision-
making, optimize resource allocation, strengthen community ties and public safety, and contribute to crime 
reduction. However, these benefits come with their own set of challenges, particularly in terms of ensuring 
fairness, transparency, and accountability in AI systems. 
 Collectively, these two sections have illuminated the complex and multifaceted relationship between 
AI, LES, and criminal activities. They underscore the need for a balanced approach that maximizes the bene-
fits of AI while minimizing its potential misuse. This highlights the importance of this issue in the contempo-
rary digital landscape and emphasizes the need for further research and discussion in this area. 
 However, it is crucial to note that while AI can significantly benefit LES in several ways, it could also 
be used to amplify criminal activities. AI has been a transformative force in various sectors, including LES, 
where it has been leveraged to improve efficiency and effectiveness. Yet, the same technology that is used to 
enhance LES could also be exploited to amplify criminal activities. This dual-use nature of AI poses signifi-
cant challenges for society and calls for a comprehensive understanding of its potential misuse. Therefore, this 
paper aims to explore this darker side of AI, focusing on how it could be used to facilitate criminal activities. 
This underscores the importance of this issue in the contemporary digital landscape and emphasizes the need 
for further research and discussion in this area. 
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2. ARTIFICIAL INTELLIGENCE 

The Role of Artificial Intelligence in Shaping  

Modern Strategic Management Practices 

Dr. Hassan TAJEDDINE (Lebanon) 

 Abstract 

 The rapid advancement of artificial intelligence (AI) is profoundly reshaping the landscape of strategic 
management. This paper explores the transformative role of AI in modern strategic management practices, ex-
amining how AI-driven technologies enhance decision-making, optimize operations, and provide competitive 
advantages. By integrating AI into strategic 
processes, organizations can leverage predic-
tive analytics, automate complex tasks, and 
gain insights from vast data sets. This re-
search delves into the theoretical underpin-
nings of strategic management and AI, pre-
sents case studies of companies successfully 
implementing AI, and discusses the challeng-
es and ethical considerations involved. The 
findings highlight the necessity for businesses 
to embrace AI to remain competitive and ag-
ile in an increasingly dynamic market. Rec-
ommendations for practitioners and future 
research directions are provided to guide the 
strategic integration of AI. This study con-
tributes to the growing body of knowledge on 
the interplay between AI and strategic man-
agement, offering a comprehensive frame-
work for understanding and leveraging AI in strategic planning and execution. 
 Keywords: Artificial Intelligence, Strategic Management, Decision-Making, Predictive Analytics, 
Competitive Advantage, Business Transformation 

 Introduction 

 The rapid advancements in technology, particularly artificial intelligence (AI), have fundamentally 
transformed various sectors, including business and management. Strategic management, which involves for-
mulating, implementing, and evaluating cross-functional decisions to achieve organizational objectives, is no 
exception. AIôs integration into strategic management practices offers unprecedented opportunities for organi-
zations to enhance decision-making, optimize operations, and maintain a competitive edge in the market 
(Porter, 2014). Artificial intelligence encompasses a broad range of technologies, such as machine learning,  

Source: https://www.cloudcomputing.id/berita/china-pusat-

inovasi-ai 
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natural language processing, and robotics, which enable machines to mimic human intelligence (Russell & 
Norvig, 2020). These technologies can process large volumes of data, recognize patterns, and make predictions 
with high accuracy, thereby supporting strategic decision-making processes (Kaplan & Haenlein, 2019). The 
application of AI in strategic management includes areas like predictive analytics, where AI models forecast 
future trends based on historical data, and competitive analysis, where AI tools analyze competitorsô activities 
to inform strategic planning (Davenport & Ronanki, 2018). Moreover, AI-driven technologies are revolutioniz-
ing operational efficiency by automating routine tasks, thereby allowing managers to focus on more strategic 
activities (Huang & Rust, 2018). The integration of AI in strategic management not only enhances organiza-
tional performance but also fosters innovation by providing new insights and enabling the development of nov-
el business models (Teece, 2018). However, the adoption of AI in strategic management also presents several 
challenges. These include technical challenges related to the implementation of AI systems, organizational 
challenges involving changes in corporate culture and management practices, and ethical and legal considera-
tions concerning data privacy and algorithmic bias (Binns, 2018; Floridi et al., 2018). Despite these challenges, 
the potential benefits of AI integration in strategic management make it a critical area of study for both practi-
tioners and academics. 
 The primary purpose of this study is to explore the transformative role of artificial intelligence (AI) in 
shaping modern strategic management practices. By examining the integration of AI technologies into strate-
gic decision-making processes, this research aims to provide insights into how organizations can leverage AI 
to enhance their competitive advantage, optimize operations, and drive innovation. This study seeks to achieve 
the following specific objectives: 
¶ To Identify the Impact of AI on Strategic Decision-Making: Investigate how AI-driven technologies, such 
as machine learning and predictive analytics, are influencing strategic decisions in various industries  

¶ To Assess the Role of AI in Competitive Analysis: Examine how AI tools are used to analyze competitors 
and market trends, thereby informing strategic planning and positioning. 

¶ To Explore the Use of AI in Enhancing Operational Efficiency: Analyze the ways in which AI can automate 
routine tasks and optimize resource allocation, allowing managers to focus on more strategic activities. 

¶ To Discuss the Challenges and Ethical Considerations of AI Integration: Address the technical, organiza-
tional, and ethical challenges associated with integrating AI into strategic management, including issues 
related to data privacy and algorithmic bias. 

¶ To Provide Recommendations for Practitioners: Offer practical advice for business leaders on how to ef-
fectively integrate AI into their strategic management practices to achieve sustainable growth and innova-
tion. 

 Strategic Management Theories 

 Strategic management theories provide a foundation for understanding how organizations formulate, 
implement, and evaluate strategies to achieve their objectives. Several key theories have been developed over 
the years, each offering different perspectives on the strategic management process. 
 Porterôs Five Forces Model is one of the most widely recognized frameworks in strategic management. 

Developed by Michael Porter, this model analyzes the competitive forces within an industry to determine its 

attractiveness and profitability. The five forces include the threat of new entrants, the bargaining power of sup-

pliers, the bargaining power of buyers, the threat of substitute products or services, and the intensity of com-

petitive rivalry (Porter, 2008). 

 The Resource-Based View (RBV), proposed by Jay Barney, emphasizes the importance of an organiza-
tionôs internal resources and capabilities in achieving a sustainable competitive advantage. According to RBV, 

firms that possess valuable, rare, inimitable, and non-substitutable resources can achieve superior performance 
(Barney, 1991). This theory shifts the focus from external industry factors to internal firm-specific factors. 
Dynamic Capabilities Theory, introduced by David Teece, Gary Pisano, and Amy Shuen, extends the RBV by 
emphasizing the role of organizational capabilities in adapting to changing environments. Dynamic capabilities 
refer to a firmôs ability to integrate, build, and reconfigure internal and external competences to address rapidly 
changing environments (Teece, Pisano, & Shuen, 1997). 
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 The Balanced Scorecard, developed by Robert Kaplan and David Norton, is a strategic management 
tool that provides a comprehensive view of an organizationôs performance. It incorporates financial and non-
financial measures across four perspectives: financial, customer, internal business processes, and learning and 
growth. This approach helps organizations align their strategic objectives with performance measures and 
management practices (Kaplan & Norton, 1996). 
 Blue Ocean Strategy, formulated by W. Chan Kim and Ren®e Mauborgne, advocates for the creation of 
uncontested market space to make the competition irrelevant. This strategy focuses on value innovation, which 
involves creating new demand in an uncontested market space, rather than competing in existing markets. Or-
ganizations that successfully implement Blue Ocean Strategy can achieve significant growth and profitability 
(Kim & Mauborgne, 2005). 
 The Stakeholder Theory, introduced by R. Edward Freeman, argues that organizations should consider 
the interests of all stakeholders, not just shareholders, in their strategic decision-making processes. Stakehold-
ers include employees, customers, suppliers, communities, and the environment. This theory highlights the im-
portance of ethical considerations and corporate social responsibility in strategic management (Freeman, 
1984). 
 These strategic management theories provide diverse perspectives on how organizations can achieve 
and sustain competitive advantage. Understanding these theories is crucial for exploring the integration of arti-
ficial intelligence into strategic management practices. 

 Overview of AI Technologies in Business 

 Artificial intelligence (AI) has rapidly evolved, becoming a transformative force in various business 
sectors. AI technologies encompass a range of applications, including machine learning, natural language pro-
cessing, robotics, and computer vision, each offering unique capabilities to enhance business operations and 
strategic decision-making (Russell & Norvig, 2020; Goodfellow, Bengio, & Courville, 2016). 
 Machine Learning (ML) is a subset of AI that focuses on developing algorithms that enable computers 
to learn from and make predictions based on data. ML is widely used in business for tasks such as customer 
segmentation, demand forecasting, and fraud detection. For instance, Netflix uses ML algorithms to provide 
personalized recommendations to its users, significantly enhancing user experience and engagement (Murphy, 
2012). 
 Natural Language Processing (NLP) involves the interaction between computers and human language, 
enabling machines to understand, interpret, and respond to textual or spoken inputs. NLP technologies are em-
ployed in various business applications, including chatbots, sentiment analysis, and automated customer ser-
vice. Companies like Google and Amazon utilize NLP to improve their search engines and virtual assistants, 
respectively (Jurafsky & Martin, 2021). 
 Robotics involves the design and use of robots to perform tasks traditionally carried out by humans. In 
the business context, robotics is extensively used in manufacturing, logistics, and healthcare. For example, 
Amazonôs use of robots in its warehouses has significantly increased efficiency and reduced operational costs 
(Siciliano & Khatib, 2016). 
 Computer Vision is an AI technology that enables machines to interpret and make decisions based on 
visual inputs. This technology is used in various business applications, such as quality inspection in manufac-
turing, facial recognition for security purposes, and automated checkout systems in retail. Companies like Tes-
la leverage computer vision for developing autonomous vehicles, which rely on real-time image processing to 
navigate roads safely (Szeliski, 2010). 
 Predictive Analytics is another critical AI application that uses statistical algorithms and machine 
learning techniques to identify the likelihood of future outcomes based on historical data. Businesses use pre-
dictive analytics for activities such as market trend analysis, risk management, and sales forecasting. For in-
stance, financial institutions apply predictive analytics to assess credit risk and detect fraudulent activities 
(Shmueli & Koppius, 2011).  
 Artificial Neural Networks (ANNs), inspired by the human brainôs structure, are used in deep learning 
to model complex patterns and prediction problems. ANNs are applied in various business scenarios, including 
image and speech recognition, natural language processing, and autonomous systems. Googleôs DeepMind 
leverages ANNs to develop AI systems capable of defeating human champions in complex games like Go 
(LeCun, Bengio, & Hinton, 2015). 
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 The integration of these AI technologies into business processes enables organizations to improve effi-
ciency, reduce costs, and drive innovation. However, the successful implementation of AI requires careful con-
sideration of ethical, legal, and technical challenges (Binns, 2018; Floridi et al., 2018). 

 Previous Research on AI and Strategic Management 

 The intersection of artificial intelligence (AI) and strategic management has garnered significant atten-
tion in recent years, as researchers and practitioners explore how AI can enhance strategic decision-making 
and organizational performance. Previous studies have highlighted various aspects of AI integration in strate-
gic management, including its impact on competitive advantage, operational efficiency, and innovation. Re-
search has shown that AI can provide a significant competitive advantage by enabling firms to make more in-
formed and timely decisions. AI technologies, such as predictive analytics and machine learning, help organi-
zations analyze large datasets to identify trends and patterns that inform strategic decisions. For example, a 
study by Chui, Manyika, and Miremadi (2018) demonstrated that companies leveraging AI for competitive 
intelligence were better positioned to anticipate market shifts and respond proactively. 
 AIôs ability to automate routine tasks and optimize business processes has been widely documented. 
Huang and Rust (2018) found that AI integration leads to substantial improvements in operational efficiency, 
allowing organizations to allocate resources more effectively and focus on strategic activities. This shift ena-
bles managers to concentrate on high-level strategic planning rather than day-to-day operational concerns. also 
plays a crucial role in fostering innovation within organizations. A study by Wilson and Daugherty (2018) 
highlighted how AI-driven insights can lead to the development of new business models and strategies. The 
research emphasized that AI not only supports existing strategic processes but also enables the creation of en-
tirely new approaches to strategy formulation and implementation. The dynamic capabilities framework, as 
discussed by Wamba, Akter, Edwards, Chopin, and Gnanzou (2015), posits that AI enhances strategic flexibil-
ity by allowing organizations to quickly adapt to changing environments.  
 Their study found that firms with advanced AI capabilities were more agile and could respond to mar-
ket changes more swiftly than their competitors. Despite the benefits, integrating AI into strategic management 
also presents challenges. Researchers like Binns (2018) and Floridi et al. (2018) have raised concerns about 
ethical issues, including data privacy, algorithmic bias, and the potential for AI to exacerbate inequalities with-
in organizations. These studies underscore the importance of addressing ethical considerations in the strategic 
deployment of AI. Numerous case studies and empirical research have further elucidated the practical implica-
tions of AI in strategic management. For instance, a case study by Brynjolfsson, Rock, and Syverson (2018) on 
the adoption of AI in various industries provided evidence of its positive impact on productivity and strategic 
outcomes. 

 Methodology 

 The research design for this study is based on a mixed-methods approach, combining both qualitative 
and quantitative data to provide a comprehensive understanding of how artificial intelligence (AI) influences 
strategic management practices. This approach allows for the triangulation of data, ensuring a more robust and 
nuanced analysis (Creswell & Plano Clark, 2017). The study aims to explore the impact of AI on strategic de-
cision-making, operational efficiency, and competitive advantage through both empirical data and case stud-
ies.Quantitative data will be gathered through structured surveys and questionnaires distributed to senior exec-
utives and strategic managers across various industries. These instruments will measure the extent of AI inte-
gration in strategic management processes, the perceived benefits and challenges, and the impact on organiza-
tional performance (Saunders, Lewis, & Thornhill, 2019). The survey questions will be designed using Likert 
scales to quantify the respondentsô perceptions and experiences.  
 Qualitative data will be collected through semi-structured interviews with industry experts, strategic 
managers, and AI practitioners. These interviews will provide in-depth insights into the practical applications 
of AI in strategic management, the challenges faced during implementation, and the strategies employed to 
overcome these challenges (Kvale & Brinkmann, 2015). Additionally, case studies of organizations that have 
successfully integrated AI into their strategic management processes will be analyzed to identify best practices  
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and key success factors. The quantitative data collected from surveys will be analyzed using statistical meth-
ods. Descriptive statistics will summarize the data, while inferential statistics, such as regression analysis, will 
examine the relationships between AI integration and various strategic management outcomes (Field, 2018). 
Statistical software, such as SPSS or R, will be used to conduct these analyses, ensuring accuracy and reliabil-
ity in the findings. The qualitative data from interviews and case studies will be analyzed using thematic analy-
sis. This method involves coding the data to identify recurring themes and patterns related to AI integration in 
strategic management (Braun & Clarke, 2006). NVivo software will be utilized to assist with the organization 
and analysis of qualitative data, allowing for the systematic categorization of themes and the extraction of 
meaningful insights. To enhance the validity and reliability of the research findings, triangulation will be em-
ployed by cross-verifying data from multiple sources and methods. This process will involve comparing and 
contrasting the quantitative survey results with the qualitative interview and case study findings to identify 
convergent and divergent trends (Flick, 2018). 

 AI in Strategic Management 

 Artificial intelligence (AI) has become a critical tool in enhancing decision-making processes within 
strategic management. AI-driven decision-making leverages advanced algorithms, machine learning, and data 
analytics to provide insights that are more accurate, timely, and actionable than traditional methods (Sharda, 
Delen, & Turban, 2020). The integration of AI into decision-making processes allows organizations to analyze 
large volumes of data, identify patterns, and make informed decisions that drive competitive advantage.AI sys-
tems can process vast amounts of data at unprecedented speeds, allowing managers to access real-time in-
sights. This capability is particularly valuable in environments characterized by high levels of uncertainty and 
rapid change. For instance, AI-driven predictive analytics can forecast market trends, customer behaviors, and 
potential risks, enabling managers to make proactive and strategic decisions (Chen, Chiang, & Storey, 2012). 
AI technologies also play a significant role in risk management by identifying potential threats and vulnerabili-
ties that might not be apparent through human analysis alone. 
 By using AI to analyze historical data and predict future risks, organizations can develop more robust 
risk mitigation strategies (Agrawal, Gans, & Goldfarb, 2018). For example, financial institutions use AI to de-
tect fraudulent activities and prevent financial losses (Vapnik, 2013). AI-driven decision-making facilitates 
optimal resource allocation by analyzing data on resource utilization, efficiency, and performance. This analy-
sis helps organizations allocate resources more effectively, ensuring that they are used in areas that yield the 
highest strategic value. Companies like Google and Amazon utilize AI to manage their supply chains, optimiz-
ing inventory levels and reducing operational costs (Barton & Court, 2012). AI enables organizations to gain 
deeper insights into customer preferences and behaviors through the analysis of large datasets. This infor-
mation can inform strategic decisions related to product development, marketing, and customer service.  
 AI-driven customer segmentation and personalization strategies help businesses tailor their offerings to 
meet specific customer needs, thereby increasing customer satisfaction and loyalty (Davenport, 2018). AI tools 
support strategic planning by providing scenario analysis and simulations that help managers evaluate the po-
tential outcomes of different strategic choices. These tools can model complex business environments and sim-
ulate the impact of various strategic decisions, allowing managers to make more informed choices 
(Makridakis, 2017). Despite the benefits, integrating AI into decision-making processes presents challenges, 
including data quality issues, the need for skilled personnel, and ethical considerations related to algorithmic 
transparency and bias (Binns, 2018). Organizations must address these challenges to fully leverage the poten-
tial of AI-driven decision-making. 

 Predictive Analytics and Strategy Formulation 

 Predictive analytics, a subset of artificial intelligence (AI), involves using statistical algorithms, ma-
chine learning techniques, and historical data to forecast future outcomes. This technology has become a pivot-
al tool in strategy formulation, allowing organizations to anticipate market trends, consumer behavior, and po-
tential risks, thereby crafting more informed and effective strategic plans (Delen & Ram, 2018). Predictive an-
alytics enables organizations to develop more accurate and detailed strategic plans. By analyzing historical da-
ta and identifying patterns, predictive models can forecast future market conditions and business environments. 
This foresight allows managers to prepare for various scenarios, making strategic planning more  



Geostrategic Pulse, No.296, May- June 2024                                                                      www.pulsulgeostrategic.ro                

24 

proactive rather than reactive (Shmueli & Koppius, 2011). One of the key applications of predictive analytics 
in strategy formulation is market trend analysis. By examining large datasets, organizations can identify 
emerging trends and shifts in consumer preferences. This insight helps companies to align their product devel-
opment, marketing strategies, and resource allocation with anticipated market demands (Verma, Bakshi, & 
Ghosh, 2020). 
 Predictive analytics also plays a crucial role in understanding and forecasting customer behavior. By 
analyzing data from various customer touchpoints, such as purchase history, social media interactions, and 
online behavior, organizations can predict future buying patterns and preferences. This information is invalua-
ble for developing targeted marketing campaigns, improving customer service, and enhancing customer reten-
tion strategies (Baesens et al., 2016). Effective risk management is another significant benefit of predictive 
analytics in strategy formulation. By identifying potential risks and vulnerabilities through data analysis, or-
ganizations can develop strategies to mitigate these risks before they materialize. For example, financial insti-
tutions use predictive analytics to detect potential fraud and assess credit risk, thereby protecting themselves 
from financial losses (Provost & Fawcett, 2013). Predictive analytics helps in optimizing resource allocation 
by identifying the most efficient ways to use organizational resources.  
 By forecasting demand and identifying areas of inefficiency, organizations can allocate their resources 
more effectively, ensuring that they are used in a manner that maximizes strategic value (Davenport & Harris, 
2017). Organizations that leverage predictive analytics gain a competitive advantage by making more in-
formed strategic decisions. The ability to anticipate market changes, understand customer needs, and manage 
risks proactively allows these organizations to stay ahead of their competitors and capitalize on emerging op-
portunities (Siegel, 2013). Despite its benefits, implementing predictive analytics in strategy formulation poses 
several challenges. These include data quality issues, the need for specialized skills, and the integration of pre-
dictive analytics into existing business processes. Organizations must address these challenges to fully realize 
the potential of predictive analytics (Fayyad, Piatetsky-Shapiro, & Smyth, 1996). 

 AI in Competitive Analysis 

 Artificial intelligence (AI) has emerged as a transformative tool in competitive analysis, enabling or-
ganizations to gain deep insights into their competitive landscape. By leveraging AI technologies such as ma-
chine learning, natural language processing, and data analytics, businesses can monitor competitorsô activities, 
predict market trends, and identify strategic opportunities and threats with greater accuracy and speed. AI ena-
bles organizations to gather and analyze vast amounts of data in real-time, providing up-to-date insights into 
competitorsô strategies, market movements, and consumer sentiment. For example, AI-powered tools can 
scrape competitorsô websites, social media platforms, and news articles to track their product launches, mar-
keting campaigns, and customer feedback (Fan, Lau, & Zhao, 2015). This real-time intelligence allows compa-
nies to make timely strategic adjustments and stay ahead of their rivals. Machine learning algorithms can pre-
dict competitorsô future actions by analyzing historical data and identifying patterns.  
 Predictive analytics helps organizations anticipate competitorsô moves, such as pricing changes, new 
product introductions, or market entry strategies. This foresight enables companies to proactively develop 
counter-strategies and maintain their competitive edge. Natural language processing (NLP) techniques can an-
alyze social media posts, reviews, and other textual data to gauge public sentiment towards competitors. Un-
derstanding consumer sentiment provides valuable insights into competitorsô strengths and weaknesses from 
the customersô perspective. Organizations can use this information to capitalize on competitorsô shortcomings 
and enhance their own offerings (Liu, 2012). AI-driven data analytics can identify emerging market trends by 
analyzing large datasets from various sources. These trends help organizations understand shifts in consumer 
preferences, technological advancements, and regulatory changes that may impact their competitive position. 
By staying informed about market dynamics, businesses can adapt their strategies to align with evolving 
trends. AI tools can perform competitive benchmarking by comparing an organizationôs performance metrics 
with those of its competitors. These metrics may include financial performance, market share, customer satis-
faction, and operational efficiency. Benchmarking helps organizations identify areas where they lag behind 
competitors and develop strategies to improve their relative performance (Porter & Peppelman, 2017). Despite 
its benefits, AI-driven competitive analysis faces several challenges. Data quality and availability, algorithmic 
transparency, and the need for specialized skills are significant hurdles. Additionally, ethical considerations  
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related to data privacy and the potential misuse of competitive intelligence must be addressed. 

 AI for Operational Efficiency 

 Artificial intelligence (AI) has proven to be a game-changer in enhancing operational efficiency across 
various business sectors. By automating routine tasks, optimizing resource allocation, and improving decision-
making processes, AI technologies can significantly boost productivity and reduce operational costs 
(Brynjolfsson & McAfee, 2014; Davenport & Ronanki, 2018). AI technologies, such as robotic process auto-
mation (RPA) and machine learning, can automate repetitive and mundane tasks, allowing employees to focus 
on more strategic and creative activities. For instance, RPA can handle tasks like data entry, invoice pro-
cessing, and customer service inquiries, which not only speeds up these processes but also reduces the likeli-
hood of human errors (Lacity & Willcocks, 2016). This shift not only enhances efficiency but also increases 
job satisfaction among employees by freeing them from tedious tasks. AI systems can analyze vast amounts of 
data to optimize the allocation of resources such as labor, materials, and energy.  
 For example, in the manufacturing sector, AI algorithms can predict equipment failures and schedule 
maintenance activities proactively, thereby minimizing downtime and maximizing the utilization of machinery 
(Lee, Kao, & Yang, 2014). Similarly, AI can optimize supply chain operations by predicting demand fluctua-
tions and adjusting inventory levels accordingly, reducing both stock outs and overstock situations (Wang, 
Gunasekaran, Ngai, & Papadopoulos, 2016). AI enhances decision-making by providing real-time insights and 
predictive analytics. For example, AI-powered analytics can help managers make data-driven decisions regard-
ing production schedules, workforce management, and logistics planning. These systems use historical data 
and machine learning models to forecast future trends and outcomes, allowing businesses to respond more ef-
fectively to changing market conditions (Sharda, Delen, & Turban, 2020). AI technologies can also contribute 
to energy efficiency by optimizing the use of resources in real-time. Smart grids, powered by AI, can balance 
energy supply and demand, reducing waste and lowering costs. AI algorithms can analyze data from various 
sources to predict energy consumption patterns and adjust the distribution accordingly, resulting in significant 
energy savings (Kalogirou, 2000). In manufacturing and production environments, AI can enhance quality 
control by using computer vision and machine learning to detect defects and anomalies in real-time.  
 These systems can inspect products more accurately and consistently than human inspectors, ensuring 
higher quality standards and reducing waste (Tao, Qi, Liu, & Kusiak, 2018). AI-driven predictive maintenance 
systems can analyze data from sensors and equipment to predict when maintenance is needed, preventing un-
expected breakdowns and extending the lifespan of machinery. This proactive approach to maintenance not 
only improves operational efficiency but also reduces maintenance costs and downtime (Schwabacher & Goe-
bel, 2007). AI chatbots and virtual assistants can handle a large volume of customer inquiries simultaneously, 
providing instant responses and resolving issues without human intervention. This capability improves cus-
tomer satisfaction by reducing wait times and ensuring that customers receive accurate information promptly 
(Huang & Rust, 2018). While AI offers numerous benefits for operational efficiency, its implementation can 
be challenging. Issues such as data privacy, algorithmic bias, and the need for skilled personnel to manage AI 
systems must be addressed. Additionally, organizations need to ensure that AI integration aligns with their 
overall strategic goals and does not disrupt existing processes (Floridi et al., 2018). 

 Future Directions 

 The integration of artificial intelligence (AI) in strategic management is continuously evolving, with 
several emerging trends poised to shape the future landscape of business strategy. organizations increasingly 
rely on data-driven decision-making, AI technologies will continue to advance, providing even more sophisti-
cated tools for predictive analytics and real-time data analysis. This trend will enable companies to make more 
informed and timely strategic decisions, leveraging large datasets to uncover insights that were previously in-
accessible (Brock & von Wangenheim, 2019). The future will see a rise in autonomous business processes 
driven by AI. These processes will operate with minimal human intervention, handling complex tasks such as 
supply chain management, financial forecasting, and customer relationship management. The implementation 
of autonomous systems will significantly enhance operational efficiency and strategic agility (Brougham & 
Haar, 2018). As AI becomes more pervasive in strategic management, there will be an increased focus on ethi-
cal AI and responsible innovation. Organizations will need to develop frameworks to ensure transparency,  
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fairness, and accountability in AI-driven decision-making. This includes addressing issues of data privacy, al-
gorithmic bias, and the social impact of AI technologies (Floridi et al., 2018). AI will play a crucial role in 
strategic foresight, helping organizations anticipate and prepare for future challenges and opportunities.  
 AI-powered tools will enhance scenario planning and strategic forecasting, enabling companies to sim-
ulate various future scenarios and develop robust strategies to navigate uncertainty (Makridakis, 2017). The 
future of strategic management will likely involve enhanced collaboration between humans and AI. AI systems 
will augment human decision-making by providing advanced analytical capabilities, while human managers 
will bring contextual understanding and ethical judgment to the table. This synergy will result in more effec-
tive and balanced strategic decisions (Wilson & Daugherty, 2018). 
 To effectively integrate AI into strategic management practices, practitioners should consider the fol-
lowing recommendations: Organizations should invest in training and development programs to enhance AI 
literacy among their employees. This includes understanding the basics of AI technologies, their potential ap-
plications, and the ethical considerations involved (Raisch & Krakowski, 2021). Companies should develop a 
clear AI strategy that aligns with their overall business objectives. This strategy should outline the specific AI 
technologies to be adopted, the areas of the business they will impact, and the expected outcomes (Davenport 
& Ronanki, 2018). Encouraging a culture of innovation and experimentation is crucial for successful AI inte-
gration. Organizations should create an environment where employees are encouraged to explore new AI ap-
plications and experiment with innovative solutions (Huang & Rust, 2018). Implementing ethical AI practices 
is essential to maintain trust and integrity.  
 Organizations should establish guidelines for ethical AI use, including transparency in AI-driven deci-
sions, mitigation of algorithmic bias, and protection of data privacy (Floridi et al., 2018). Engaging with AI 
experts, technology providers, and other stakeholders can help organizations stay updated on the latest AI de-
velopments and best practices. Collaborations and partnerships can provide valuable insights and resources for 
effective AI adoption (Chui, Manyika, & Miremadi, 2018). 
 The integration of AI into strategic management has significant implications for both theory and prac-
tice: 
 1. Advancing Strategic Management Theory: The use of AI in strategic management challenges tradi-
tional theories and introduces new perspectives. Researchers need to explore how AI alters strategic decision-
making processes, the nature of competitive advantage, and the dynamics of organizational behavior (Teece, 
2018). 
 2. Practical Applications and Case Studies: Practitioners can benefit from case studies and real-world 
applications of AI in strategic management. Documenting successful AI implementations and their impact on 
business outcomes can provide valuable lessons and best practices for other organizations (Brynjolfsson & 
McAfee, 2014). 
 3. Bridging the Gap between Theory and Practice: There is a need for closer collaboration between 
academia and industry to bridge the gap between theory and practice. Academic research should focus on ad-
dressing practical challenges faced by organizations in AI adoption, while practitioners should leverage theo-
retical insights to guide their AI strategies (Delen & Ram, 2018). 
 4. Ethical and Social Implications: The ethical and social implications of AI in strategic management 
are critical areas of study. Researchers should investigate the broader impact of AI on society, including issues 
related to job displacement, inequality, and ethical governance, to ensure that AI technologies are used respon-
sibly and for the greater good (Floridi et al., 2018). 

 Conclusion 

 This study has comprehensively explored the transformative impact of artificial intelligence (AI) on 
strategic management, illustrating how AI-driven decision-making, predictive analytics, competitive analysis, 
and operational efficiency can significantly enhance business performance. By integrating AI into strategic 
processes, organizations can harness vast amounts of data to derive actionable insights, enabling more accurate 
and timely decision-making. Predictive analytics facilitates strategic foresight, allowing companies to 
anticipate market trends and customer behaviors, which in turn leads to more proactive and informed strategy 
formulation. AI in competitive analysis offers real-time intelligence on market dynamics and competitorsô 
activities, empowering organizations to develop effective counter-strategies and maintain a competitive edge.  
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 Furthermore, AIôs role in operational efficiency through automation and optimization of resources 
leads to increased productivity, reduced costs, and improved quality control.  
 However, the study also highlights the importance of ethical considerations and the need for 
responsible AI practices to ensure transparency, fairness, and accountability. As AI technologies continue to 
advance, their integration into strategic management will become increasingly crucial, driving innovation and 
strategic success. Organizations must therefore stay abreast of AI developments and invest in building AI 
capabilities to fully leverage its potential. This entails fostering a culture of continuous learning, investing in 
AI infrastructure, and developing comprehensive AI strategies that align with their overall business goals. The 
findings of this study underscore the imperative for businesses to embrace AI not just as a tool, but as a 
strategic partner that can significantly influence their future growth and sustainability in a rapidly evolving 
market landscape. 
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3. SECURITY AND RESILIENCE 

Understanding National Security - Part I 

The Component of Military Security  

òMilitary power serves the cause of security by making prohibi-
tive the cost of any aggressive attack. It serves the cause of peace by 
holding up a shield behind which the patient constructive work of peace 
can go on.ò 

Dwight D. Eisenhower (1890-1969) 

Lieutenant Colonel (Ret.) Georgios KOUKAKIS (Greece) 

 Abstract 

 This article is the first part of a series of articles that aim to present the various components of national 
security, a dimension of security that has recently been under the spotlight due to the numerous crises and 
threats that prevail in the contemporary security environment endangering the well-being of citizens and the 
proper functioning of states. It focuses on military security, the most known ótraditionalô component of nation-
al security, as the initial meaning of the latter was almost identical with the protection of a state against the use 
of military force from another. Its purpose is to clarify the context of military security, present its interconnec-
tion with the rest of the components of national security and other policy fields and highlight its importance for 
peace and stability, while its main conclusion is that military security will always be the foundation of national 
security and must not be overlooked. 

 Introduction 

 Russiaôs invasion of Ukraine on February 24, 2022 highlighted once more the importance of óhard 
powerô as one of the main factors that ïeither in a direct (military operations) or indirect (defence diplomacy) 
wayï contribute to the implementation of a stateôs foreign policyĭ. The aforementioned aggressive way of 
achieving national goals that evolved to the on-going War in Ukraine was only to be confirmed on October 7, 
2023 the date when the strategic surprise of Israel by Hamas led to a second armed conflict in the Gaza strip 
between the two actorsĮ. Both crises demonstrated the timeless value of military security (and resilience) ïthat 
due the long time period of peace in the European continent was almost forgotten by most European actorsï 
leading to several institutional changes such as the accession of Sweden and Finland to NATO, the increase of  

 
 

ĭKoukakis, G. (2022). Did Russia fall into Thucydides trap?. Center for International Strategic Analyses. https://
www.doi.org/10.13140/RG.2.2.34400.29446    
ĮȾɞɡəɎəɖɠ, ũ. (2023). ȼ ŭɘŮɗɜɐɠ ůəŬəɘɏɟŬ, ɖ ŮˊɧɛŮɜɖ ɛɏɟŬ ůŰɖ ɀ. ȷɜŬŰɞɚɐ əŬɘ ɖ ɗɏůɖ Űɖɠ ȺɚɚɎŭŬɠ. Liberal. https://www.liberal.gr/
amyna-diplomatia/i-diethnis-skakiera-i-epomeni-mera-sti-m-anatoli-kai-i-thesi-tis-elladas  
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the defense expenditures of the majority of European states, and the issuance of the first-ever National Security 
Strategy (NSS) of Germanyį and the European Defence Industrial Strategy (EDIS) of the European Union (EU)
. It must also be stressed that the contemporary security environment ïbesides of military crisesï is full of en-

ergy, food, health and economic crises, leading many scholars to characterize our era as an era of polycrises 
and permacrises. Globalisation and technological advancement have also facilitated the spread of several se-
curity threats such terrorism and violent extremism, mainly due to the ability of actors to access and share (mis
-/dis-)information through a variety of means of communication. Geopolitical competitiveness and major shifts 
in regional balance of power have also rise tension in the bilateral and multilateral relations of several state and 
non-state actors, which in addition to the contestation as far as the values and norms of the western civilization 
is concerned have brought regional and international instability and turmoil. In this context, national security ï
especially its military componentï is of vital importance for every state, as it contributes greatly not only to the 
promotion of its national interests but the wellbeing of its citizens as well.  
 The article presents the context of military security, one of the two ïthe other one being economic secu-
rityï basic components of national security. Its importance lies in the fact that military security is vital for the 
survival of every state, as it ensures the statesô territorial integrity and national sovereignty through the effec-
tive tackling and/or management of military threats. Current research indicates that most states around the 
world are emphasizing on military security, thus the article contributes in existing literature as it provides addi-
tional information that can help citizens understand the need for enhancing military security and policy makers 
plan and implement respective policies in a more effective way. Its purpose is to clarify the context of military 
security, present its interconnection with the rest of the components of national security and other policy fields, 
and highlight its importance for peace and stability. The main conclusion is that military security will always 
be the foundation of national security and must not be overlooked. As far as the structure of the article is con-
cerned, it initially clarifies the concept of national security, it then explains the context of military security, 
after that it presents the main collaborative military schemes and the contemporary military crises worldwide, 
it proceeds to a brief analysis of the interconnection between military security and other policy fields, and con-
cludes by referring to the future challenges and opportunities. 

 The Concept of Security 

 The term security originates from the Latin word securitas/securus whose first compound is the word 
sine meaning without and the second compound the word cura meaning fear, worry, anxiety, etc. Thus, secu-
rity is the state in which fear, worry, and anxiety are absent, due to the necessary actions taken by an actor 
(individual, group, state, organization, etc.) in order to be protected against threats and/or risks. Therefore, se-
curity can be categorized according to the level of analysis (Picture 1) into four types; Human Security at the 
individual level, National Security at the state level, Regional Security at the group level, and International Se-
curity at the system level (Picture 1). 
 At first security was mainly related to national security (the protection of the state), a concept that was 
introduced by the United States of America (USA) through the National Security Act signed in 1947. This 
new paradigm related security to the internal structure of each state, reflecting its interaction with the security 
environment, a relation that is based on the stateôs perception of insecurity. Later on, the United Nations (UN) 
 
 
  
 
įȾɞɡəɎəɖɠ, ũ. (2023, Ƚɞɨɜɘɞɠ 18). ȼ ˊɟɩŰɖ çɘůŰɞɟɘəɐè ɆŰɟŬŰɖɔɘəɐ Ⱥɗɜɘəɐɠ ȷůűɎɚŮɘŬɠ Űɖɠ ũŮɟɛŬɜɑŬɠ: Ʉɩɠ ɓɚɏˊŮɘ Űɞ ȸŮɟɞɚɑɜɞ Űɞɜ 
ŮŬɡŰɧ Űɞɡ ůŰɞɜ 21ɞ ŬɘɩɜŬ əŬɘ Űɘ ůɖɛŬɑɜŮɘ ŬɡŰɧ ɔɘŬ Űɞɜ əɧůɛɞ əŬɘ Űɖɜ ȺɚɚɎŭŬ. Foreign Affairs - The Hellenic Edition. https://
www.researchgate.netpublication/373194953_E_prote_istorike_Strategike_Ethnikes_Asphaleias_tes_Germanias_Pos_blepei_to_Be
rolino_ton_eauto_tou_ston_21o_aiona_kai_ti_semainei_auto_gia_ton_kosmo_kai_ten_Ellada. 
Koukakis, G. (2024). The First Ever 2024 European Defence Industrial Strategy: Background, Challenges and Future Considera-
tions Regarding the European Security and Defense [Occasional Paper 2/2024]. HERMES Institute of International Affairs, Security 
& Geoeconomy. https://doi.org/10.13140/RG.2.2.27247.44961. 
Koukakis, G. (2023). Permacrises and Polycrises: Outlining the Contemporary Security Environment through References to Strate-
gic Documents of Regional and International Actors. HAPSc Policy Briefs Series, Vol 4 (2). pp. 55-64. https://doi.org/10.12681/
hapscpbs.36661.  
Neocleous, M. (2000). Against security. Radical Philosophy, 100, pp. 7-15. https://www.radicalphilosophy.com/article/against-
security. 
Buzan, B. (1983). People, States, and Fear: The National Security Problem in International Relations. Sussex: Wheatsheaf Books, 
p. 69.  
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related security to people and the eradication of poverty and underdevelopment, introducing the concept of 
human security through the Human Development Report that was published in 1994.ĭ  As far as regional secu-
rity is concerned, despite the fact that it (etymologically) comprises the national security of the states of a spe-
cific region, it also expresses the strong relations developed among them due to their similar cultural, political 
and legal systemsĭĭ. Therefore, it enables them to act collectively against common threats and cooperate in 
several fields in order to facilitate development ïas security and development are two closely related termsĭĮï 
leading to the establishment of several regional organisations such as the EUĭį.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Picture 1: The 4 types of security 
Source: Edited by Georgios Koukakis  

 
 Finally, international security is closely related to globalizationĭ , mostly dealing with global threats 
through international organizations such as the United Nations.ĭ  Moreover, security ïregardless the institu-
tional level in which it is examinedï encompasses several dimensions/components, depending on the specific 
aspect/policy field that is endangered and/or the origin of threats/risks. These include, but are not limited to the 
following: (1) military security, (2) economic security, (3) energy security, (4) critical infrastructure security, 
(5) maritime security, (6) food security, (7) environmental security, (8) health security, (9) domestic/internal 
security, (10) cyber security,  (11) cultural security, (12) water security, (13) demographic security, (14) infor-
mation security, and (15) space security (Picture 2). 
 
 
Buzan, B. & Hansen, L. (2009). People, States, and Fear: The National Security Problem in International Relations. New York: 
Cambridge University Press, p. 203. 
ĭUnited Nations Development Programme. (1994). Human Development Report 1994. https://hdr.undp.org/system/files/documents/
hdr1994encompletenostatspdf.pdf. 
ĭĭGraham, K. & Felicio, T. (2005). Regional Security and Global Governance: A Proposal for a óRegional-Global Security Mecha-
nismô in Light of the UN High-Level Panelôs Report, Egmont Paper, 4. http://aei.pitt.edu/8985/ (21/04/2024). 
ĭĮKrause, K. & J¿tersonke, O. (2005). óPeace, Security and Developmentô, Security Dialogue, 36(4), pp. 447-462. https://
journals.sagepub.com/doi/10.1177/0967010605060449. 
ĭįBailes, A. & Cottey, A. (2006). Regional security cooperation in the early 21st century, in Bailes, A. (ed.) SIPRI Yearbook 2006: 
Armaments, Disarmament and International Security. New York: Oxford University Press, pp. 195ï223. 
ĭCha, V. (2000). Globalization and the Study of International Security, Journal of Peace Research, 37(3), pp. 391-403. https://
journals.sagepub.com/doi/10.1177/0022343300037003007. 
ĭUnited Nations. (2023). Determined: Report of the Secretary-General on the Work of the Organization. https://www.un.org/sites/
un2.un.org/files/sg_annual_report_2023_en_0.pdf. 
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 The Context of Military Security 

 Taking into consideration the aforementioned definition of security, it is understood that military securi-
ty is the protection of an actor against military threats. In order though for someone to fully comprehend the 
context of military security, the article analyzes the following military security elements: 
 1. Threats: As far as military threats are concerned, it must be stressed that they usually include 
other actors such the Armed Forces (Army, Marines, Navy, Air Force, Space Force, and Cyberspace Force) of 
a state and/or Private Military and Security Companies (PMSC) that are involved in interstate conflict. Moreo-
ver, despite the fact that military means can be used by several other actors such terrorist groups, terrorism is 
usually considered due to its nature as an international security threat that affects domestic/internal security. 
The same ïas far as the component of security affectedï applies for intrastate conflict (civil war) that is also 
related to the use of military means. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Picture 2: Indicative dimensions/components of security 
Source: Edited by Georgios Koukakis  

 
 2. Means: As far as the military means that an actor uses to threaten the military security of an-
other actor, they usually include military personnel, rifles, mortars, machine guns, A-T weapons, explosives, 
missiles, mines, radars, tanks and fighting vehicles, helicopters, airplanes and fighter jets, military boats and 
warships, air carriers, submarines, Unmanned Aerial Vehicles (UAV), lasers, etc. 

 3. Ways: As far as the ways that military means are used, the most common use is through the 
conduction of military operations, that it the use of military force. Another way of threatening and/or achiev-
ing military security though is through defence/military diplomacy. The latter that can also be characterised as 
the soft power of hard power, comprises a stateôs participation in defence partnerships, the signature of mili-
tary/defence cooperation agreements, the conduction of joint military exercises, the exchange of official high-
level visits between states, etc. 

 4. Goals/Objectives: The main goal that an actor wishes to accomplish through the use of military 
forces or defence/military diplomacy, the main one according to Clausewitz is to impose its will to the oppo-
nents, as war is the continuation of politicsĭ . 
 
 
ĭShephard, J. E. (1990). On War: Is Clausewitz Still Relevant?. Parameters. pp. 85-99. https://apps.dtic.mil/sti/tr/pdf/
ADA515723.pdf  
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As far as the military objectives are concerned, they usually include the causing of casualties and the seizure 
of key terrain (high ground, main avenues of approach, crossroads, etc.) or critical infrastructure (main ports, 
railway stations, airports, nuclear plants, electric stations, etc.) in order to be able to control/influence the op-
ponentôs actions. 
 5. Strategic documents: As far as the strategic documents that are related to military security, they 
include White Papers, National Defence Strategies (NDS), National Defence Policies (NDP), National De-
fense Reviews, Military Doctrines, Military Concepts, etc. Their main purpose is to provide the framework ï
by defining the main threats, desired ends (goals), necessary means, and preferable ways of using themï in 
which Branches of the Armed Forces of the state will implement their respective strategies (Picture 3). 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Picture 3: The function of Strategic Documents 

Source: Edited by Georgios Koukakis  
 

 6. Decision-making: Finally, as far as the decision making process regarding the use of military 
force is concerned, due to the fact that it is an action with severe political, economic, diplomatic and social 
consequences ïnot only for the actor that is being threatened but also for the actor that uses military meansï 
the decision for engagement of a stateôs Armed Forces in an operation against another actor is usually taken in 
the higher strategic political level. To be more precise, the respective decision must be approved by the stateôs 
National Security Council (NSC) ïor its relevant institutionsĭï and in case the state hasnôt established one, by 
the Head of State.  

 Military Collaborative Schemes (Alliances) and Strategic Partnerships 

 Having understood that cooperation is the best way to counter military threats, many actors have pro-
ceeded to the establishment of several collaborative schemes (also known as Alliances) of military nature ï
either in the form of an international/regional organization or a strategic partnershipï in order to enhance their 
defense capabilities and/or achieve deterrence. Some of the most known collaborative schemes ate the follow-
ing: 

 

ĭThe United States was the first state to establish a National Security Council in 1947. While some states such as Japan, the UK, 
Cyprus, and Turkiye have also established their own NSC, other states have established similar institutions such as the National 
Defence and Security Council (NDSC) of France, the Security Council (SC) of Russia, the National Security Commission (NSCo) of 
China and the Governmental National Security Council (GNSC) of Greece. 
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 1. North Atlantic Treaty Organization (NATO): The NATO was established in 1949 in order to pre-
serve peace & security, it currently includes 32 member-statesĭ, and according to article 5 ïalso known as the 
collective defence clauseï which is considered as the óheartô of its founding treaty: 

 ñThe Parties agree that an armed attack against one or more of them in Europe 
or North America shall be considered an attack against them all and consequently they 
agree that, if such an armed attack occurs, each of them, in exercise of the right of in-
dividual or collective self-defence recognized by Article 51 of the Charter of the United 
Nations, will assist the Party or Parties so attacked by taking forthwith, individually 
and in concert with the other Parties, such action as it deems necessary, including the 
use of armed force, to restore and maintain the security of the North Atlantic area.òĭ 

 2. Collective Security Treaty Organization (CSTO): The CSTO ïalso known as the Russian NATOï 
was established in 1994 in order to ensure collective security, it currently includes 6 member-statesĮ  and ac-
cording to article 4 of its founding treaty: 

 ñIf one of the States Parties is subjected to aggression by any state or group of 
states, then this will be considered as aggression against all States Parties to this Trea-
ty. In the event of an act of aggression against any of the participating States, all other 
participating States will provide him with the necessary assistance, including military, 
and will also provide support at their disposal in exercising the right to collective de-
fense in accordance with Article 51 of the UN Charter.òĮĭ 

           

Picture 4: The flags (from left to right) of NATO, CSTO and the EU 
Source: Wikipedia 

 3. European Union (EU): Despite the fact that the EU was established in 1951 as an economic un-
ion by the name of European Coal and Steel Community (ECSC),ĮĮ it gradually became a political union and 
since 2003 an aspiring security provider, as it published its first European Security Strategy (ESS) to be fol-
lowed by the Global Strategy in 2016 and the Strategic Compass in 2022Įį. It must also be stressed that article 
42(7) ïalso known as the mutual defence clauseï of the Treaty of Lisbon (Treaty on the European Union) that 
was signed in 2007Į, provides that: 

 ñIf a Member State is the victim of armed aggression on its territory, the other 
Member States shall have towards it an obligation of aid and assistance by all the 
means in their power, in accordance with Article 51 of the United Nations Charter.  

 
ĭNorth Atlantic Treaty Organization. (n.d.). What is NATO?. https://www.nato.int/nato-welcome/. 
ĭNorth Atlantic Treaty Organization. (1949, April 04). The North Atlantic Treaty [Official Document]. https://www.nato.int/cps/en/
natohq/official_texts_17120.htm. 
ĮCollective Security Treaty Organisation. (n.d.). History of creation, fundamentals of activity, organizational structure.. https://
en.odkb-csto.org/25years/. 
ĮĭCollective Security Treaty Organisation. (n.d.). Collective Security Treaty dated May 15, 1992 [Official Document].. https://
en.odkb-csto.org/documents/documents/dogovor_o_kollektivnoy_bezopasnosti/#loaded. 
ĮĮEuropean Union. (n.d.). History of the EU. https://european-union.europa.eu/principles-countries-history/history-eu_en. 
ĮįKoukakis, G. (2024) óThe evolution of the European Union Security Strategy: Towards the establishment of a European Army?ô. 
Center for International Strategic Analyses, Research Paper No. 105. https://doi.org/10.13140/RG.2.2.34521.12648. 
ĮEuropean Parliament. (n.d.). Treaty of Lisbon. https://www.europarl.europa.eu/about-parliament/en/in-the-past/the-parliament-
and-the-treaties/treaty-of-lisbon. 
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This shall not prejudice the specific character of the security and defense policy of cer-
tain Member States.òĮ 

 4. AUKUS Trilateral Security Partnership: The AUKUS trilateral partnership was established in 
2021 between Australia, the United Kingdom (UK) and the United States of America (USA),Į  and is mostly 
known for the support provided from the UK and the USA to Australia regarding the acquiring of nuclear-
powered submarines. The main purpose of AUKUS is: 

 ñ[é] strengthen the ability of each government to support security and defense 
interests, building on longstanding and ongoing bilateral ties. It will promote deeper 
information sharing and technology sharing; and foster deeper integration of security 
and defense-related science, technology, industrial bases and supply chainsò.Į 

 5. Greeceôs Defense Partnerships: Finally, as far as Greece is concerned, it must be noted that de-
spite the fact that is considered a small state it has recently established two important bilateral defence partner-
ships. The first one was established between Greece and the United Arab Emirates (UAE) on November 18, 
2020 by the signing of the Joint Foreign Policy and Defence Cooperation Agreement which includes article 1 
that provides for the mutual contribution to the defence and maintenance of security, sovereignty, unity, safety, 
and independence of the signing parts in case a threat arisesĮ , and the second one was established between 
Greece and France on September 28, 2021 by the signing of the Strategic Partnership for Cooperation in De-
fence and Security Agreement which includes article 2 that provides for the mutual assistance and support 
with all appropriate means available including the use of military force in case of an armed attack against their 
homeland.Į 

 Contemporary Military Crises & Military Securityôs Interconnection with other Fields 

 As far as the major contemporary military crises are concerned, the most important ones ï as one or both 
actors possess nuclear weapons ï are the following: 

 1. The War in Ukraine between Ukraine and Russia that was initiated on February 24, 2022 when 
Russia invaded Ukraine and is still active (Picture 5).į 

 2. The War in Gaza between Israel and Hamas that was initiated on October 07, 2023 when Ha-
mas invaded Israel and is still active.įĭ 

 3. The Kashmir Conflict between India and Pakistan that was initiated on October 22, 1947 (1st 
Kashmir War) and is still active (Picture 6).įĮ 
 
 
 
ĮEuropean Parliament. (n.d.). Mutual defence clause (Article 42.7 TEU) and Solidarity clause (Article 222 TFEU). https://
www.europarl.europa.eu/meetdocs/2009_2014/documents/sede/dv/sede200612mutualdefsolidarityclauses_/
sede200612mutualdefsolidarityclauses_en.pdf. 
ĮU.S. Department of Defence. (n.d.). AUKUS: The Trilateral Security Partnership Between Australia, U.K. and U.S. https://
www.defense.gov/Spotlights/AUKUS/ . 
ĮIbid. 
ĮɈˊɞɡɟɔŮɑɞ ȺɝɤŰŮɟɘəɩɜ. (2024, ūŮɓɟɞɡɎɟɘɞɠ 12). ɄɞɚɘŰɘəɏɠ ɆɢɏůŮɘɠ-ȼɜɤɛɏɜŬ ȷɟŬɓɘəɎ ȺɛɘɟɎŰŬ. Ⱥɚɚɖɜɘəɐ ȹɖɛɞəɟŬŰɑŬ. https://
www.mfa.gr/dimereis-sheseis-tis-ellados/uae/politikes-skheseis.html. 
ĮȾɞɡəɎəɖɠ, ũ. (2023). ȼ ɆŰɟŬŰɖɔɘəɐ ȺŰŬɘɟɘəɐ Ɇɢɏůɖ ɔɘŬ Űɖɜ ȯɛɡɜŬ & Űɖɜ ȷůűɎɚŮɘŬ ɛŮŰŬɝɨ ȺɚɚɎŭŬɠ & ũŬɚɚɑŬɠ: ɀɑŬ çŰŮɢɜɞəɟŬŰɘəɐè 
ˊɟɞůɏɔɔɘůɖ əŬɘ ŬˊɞŰɑɛɖůɖ Űɞɡ ˊɟɩŰɞɡ ɏŰɞɡɠ ɘůɢɨɞɠ Űɖɠ, ůŰɞ ɇŮŰɟɎŭɘŬ ũŮɤˊɞɚɘŰɘəɐɠ ȷɜɎɚɡůɖɠ əŬɘ ɀŮɚŮŰɩɜ. ɇŮɨɢɞɠ 6 (ȹɘɛŮɟŮɑɠ 
ŭɘŬəɟŬŰɘəɏɠ ůɡɛűɤɜɑŮɠ Űɖɠ ȺɚɚɎŭɞɠ ˊɞɡ ŮɛˊŮɟɘɏɢɞɡɜ əŬɘ ŬɛɡɜŰɘəɐ ŭɘɎůŰŬůɖ). Ⱥɚɚɖɜɘəɧ ȽɜůŰɘŰɞɨŰɞ ɆŰɟŬŰɖɔɘəɩɜ ɀŮɚŮŰɩɜ,ůů. 75-95. 
https://www.researchgate.net 
publication/373238862_E_Strategike_Etairike_Schese_gia_ten_Amyna_ten_Asphaleia_metaxy_Elladas_Gallias_Mia_technokratike
_prosengise_kai_apotimese_tou_protou_etous_ischyos_tes. 
įBailey, R., Harward, C., Mappes, G., Evans, A., & Kagan, F. W. (2024, June 27). Russian Offensive Campaign Assessment, June 
27, 2024. Institute for the Study of War. https://www.iswresearch.org/2024/06/russian-offensive-campaign-assessment_27.html. 
įĭJhaveri, A., Braverman, A., Parry, A., Carl, N., Kathryn, Tyson, K., Wells, K. & Moore, J. (2024, June 27). Iran Update, June 27, 
2024. Institute for the Study of War. https://www.understandingwar.org/backgrounder/iran-update-june-27-2024. 
įĮNoor, S. (2023, July 25). Timeline: India-Pakistan relations. Medium. https://siddranooraayqamar.medium.com/timeline-india-
pakistan-relations-fbdc0f701dc4. 

https://www.europarl.europa.eu/meetdocs/2009_2014/documents/sede/dv/sede200612mutualdefsolidarityclauses_/sede200612mutualdefsolidarityclauses_en.pdf
https://www.europarl.europa.eu/meetdocs/2009_2014/documents/sede/dv/sede200612mutualdefsolidarityclauses_/sede200612mutualdefsolidarityclauses_en.pdf
https://www.europarl.europa.eu/meetdocs/2009_2014/documents/sede/dv/sede200612mutualdefsolidarityclauses_/sede200612mutualdefsolidarityclauses_en.pdf
https://www.defense.gov/Spotlights/AUKUS/
https://www.defense.gov/Spotlights/AUKUS/
https://www.mfa.gr/dimereis-sheseis-tis-ellados/uae/politikes-skheseis.html
https://www.mfa.gr/dimereis-sheseis-tis-ellados/uae/politikes-skheseis.html
https://www.researchgate.net/publication/373238862_E_Strategike_Etairike_Schese_gia_ten_Amyna_ten_Asphaleia_metaxy_Elladas_Gallias_Mia_technokratike_prosengise_kai_apotimese_tou_protou_etous_ischyos_tes
https://www.researchgate.net/publication/373238862_E_Strategike_Etairike_Schese_gia_ten_Amyna_ten_Asphaleia_metaxy_Elladas_Gallias_Mia_technokratike_prosengise_kai_apotimese_tou_protou_etous_ischyos_tes
https://www.researchgate.net/publication/373238862_E_Strategike_Etairike_Schese_gia_ten_Amyna_ten_Asphaleia_metaxy_Elladas_Gallias_Mia_technokratike_prosengise_kai_apotimese_tou_protou_etous_ischyos_tes
https://www.iswresearch.org/2024/06/russian-offensive-campaign-assessment_27.html
https://www.understandingwar.org/backgrounder/iran-update-june-27-2024
https://siddranooraayqamar.medium.com/timeline-india-pakistan-relations-fbdc0f701dc4
https://siddranooraayqamar.medium.com/timeline-india-pakistan-relations-fbdc0f701dc4


Geostrategic Pulse, No.296, May- June 2024                                                                      www.pulsulgeostrategic.ro                

37 

Picture 5: The War in Ukraine (as of June 27, 2024) 
Source: https://www.iswresearch.org/2024/06/russian-offensive-campaign-assessment_27.html  

 
 Moreover, the 2024 Annual Threat Assessment (ATA) of the Intelligence Community of the USAįį, esti-
mates that the conflicts that could spill over affecting other actors include ïbesides the aforementioned one in 
Kashmirï the following interstate conflicts:  

 1. China Maritime in the South and East China Seas between China and Taiwan (Picture 7). 

 2. India - China in the shared disputed border (Picture 6). 

 3. Azerbaijan - Armenia in Nagorno-Karabakh. 
 

 

 

 

įįOffice of Director of National Intelligence. (2024, February 05). Annual Threat Assessment of the U.S. Intelligence Community 
[Official Document]. https://www.dni.gov/files/ODNI/documents/assessments/ATA-2024-Unclassified-Report.pdf. 

https://www.iswresearch.org/2024/06/russian-offensive-campaign-assessment_27.html
https://www.dni.gov/files/ODNI/documents/assessments/ATA-2024-Unclassified-Report.pdf
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Picture 6: Indiaôs border dispute with its neighboring actors 
Source: https://www.aa.com.tr/en/asia-pacific/indias-border-dispute-with-neighbors/1859854 

https://www.aa.com.tr/en/asia-pacific/indias-border-dispute-with-neighbors/1859854
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Picture 7: The Taiwan issue in the South and East China Seas 
Source: https://geopoliticalfutures.com/the-long-fight-to-control-taiwan/ 

 
 The Interconnection of Military Security with other Fields 

 As far as the interconnection of military security with other fields is concerned, it must be noted that 
when military security is endangered ïe.g. during a military crisis, a conflict or at warï most public sectors and 
supply chains malfunction, leading gradually to several other crises such as food crises, energy crises, and hu-
manitarian crises of which the international community was a witness both in Ukraine and in Gaza. In addition 
to that, military security in interconnected to the following fields: 

 1. Resilience: Though it is not always stressed enough, every component of national security is in-
terconnected with the respective component of resilience, as in order the latter is prerequisite of the former. 
For example, in order for an actor to achieve military security (be protected from military threats) it must en-
sure that its vulnerabilities are the minimum possible and it is able to implement countermeasures to regain the 

https://geopoliticalfutures.com/the-long-fight-to-control-taiwan/
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advantage/initiative over the threat, thus to be resilient. That is exactly the reason why resilience is highlighted 
in several strategic documents of major actors.į 

 2. Development: Another field that is interconnected with military security is development, as it 
ensures the necessary stability for a state in order for foreign and domestic enterprises to invest in several pro-
jects and proceed to the construction of infrastructure, facilitating the decrease of unemployment and econom-
ic growth. Moreover, military security is closely related to the industry sector, as form the time of peace the 
defense industry ensures the production of weapons, ammunitions, and the rest of the military means needed. 

 3. International Law/Human Rights: As far as international law is concerned, military operations 
are guided by is generally referred to as Law of War which includes special provisions for crimes conducted 
during these operations, as history has shown that military personnel sometimes tends to use excessive force 
against the opponent and/or civilians, violating their human rights and fundamental freedoms. 

 4. Intelligence: Finally, intelligence is a crucial field for maintaining military security by providing 
early warning, revealing the opponentôs vulnerabilities, and providing information about the weather and the 
terrain that is vital for the effective planning of military operations. That is the main reason why most Armed 
Forces have established their own military intelligence units in order to be able to produce their own assess-
ments on these matters and not rely on other services. 

 Concluding Remarks 

 Taking into consideration the information presented in the article it is assessed that the main challenges 
for international community is to provide an acceptable solution that will result in the end of the War in 
Ukraine and the War in Gaza, also preventing the escalation of the aforementioned conflicts. As far as every 
other international or regional military actor is concerned, the main opportunity that lies ahead is taking ad-
vantage of the vast development of technology in order to enhance its defense capabilities and of the insecurity 
that prevails in order to form regional and/or international defense partnerships that will strengthen its military 
security. 
 To conclude, it must be stressed that even though everyone is aware of the severe consequences of the 
use of military force, defense capabilities are crucial for every state in order to be able to protect its territorial 
integrity, national sovereignty and of course the freedom and well-being of its citizens against military threats, 
thus ensuring military security which eventually lead to the establishment of peace. In other words, everyone 
must keep in mind the Roman military writer Vegetiusô (379-395 AD) quotation according to which: 

 
ñSi vis pacem, para bellumòį . 

 
 
 
 
 
 
 
 
 
 
 
 
 
įKoukakis, G. (2023). Resilience: Highlighting its Importance for Security and Development through References to (National) Secu-
rity Strategic Documents of International Actors. HAPSc Policy Briefs Series, 4(1), pp. 77ï87. https://doi.org/10.12681/
hapscpbs.35186. 
įThe original quotation is ñQui desiderat pacem, praeparet bellumò meaning ñLet him who desires peace, prepare for warò. Vege-
tius, F. (2018). Qui desiderat pacem, praeparet bellum. Oxford Reference. https://www.oxfordreference.com/display/10.1093/
acref/9780191866692.001.0001/q-oro-ed6-00011152. 

https://doi.org/10.12681/hapscpbs.35186
https://doi.org/10.12681/hapscpbs.35186
https://www.oxfordreference.com/display/10.1093/acref/9780191866692.001.0001/q-oro-ed6-00011152
https://www.oxfordreference.com/display/10.1093/acref/9780191866692.001.0001/q-oro-ed6-00011152
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3. SECURITY AND RESILIENCE 

Disinformation: Strategic Weapon of the  

Israel-Hamas War 

Andreea Cristina STANCA 

Abstract  

This article explores the impact of disinformation on public opinion and the evolution of the conflict 
between Israel and Hamas. In the digital age, disinformation becomes a strategic weapon with major impact, 
used to shape peopleôs perceptions and global decisions. The relevance of this study lies in understanding how 
false information is deliberately spread to influence the evolution and outcomes of conflicts. The article ana-
lyzes the disinformation techniques used by both camps, their impact on public opinion and proposes measures 
to combat this phenomenon. 

 

The Concept of Disinformation  

Over time it has been proven that 
disinformation is a tool used to manipu-
late public opinion and political deci-
sions. The dissemination of false or dis-
torted information has a significant im-
pact on political perceptions and deci-
sions, especially in the context of armed 
conflicts and crisis situations. Therefore, 
it can be argued that information can un-
dermine the integrity of the truth, present-
ing it in a more or less distorted form 
compared to reality. The effects are as 
serious as they are profound. Today, 
thanks to technological advancement, in-
formation is widely accessible, making it 
easy for people to access events around 
the world in real time. However, this accessibility also carries the risk of manipulating the masses. Social me-
dia platforms, digital communication channels and online media allow the rapid propagation of false infor-
mation. Disinformation is the presentation of false or distorted information with the purpose of making a prof-
it, causing harm, or promoting political or ideological goals.ĭ 

In times of crisis or armed conflict, information can become a strategic weapon used by the parties in-
volved to advance their own interests, influencing public perceptions and opinions. In the digital age, we see 
how disinformation has become a particularly influential and accessible weapon in the context of war situa-
tions. 

 
ĭFreelon D., Wells C. (2020). Disinformation as political communication. Political Communication, 37(2), 145ï156. https://
doi.org/10.1080/10584609.2020.1723755 accesat la data de 20/06/2024. 

Source: https://www.digi24.ro/stiri/externe/mapamond/sua-
creeaza-o-noua-agentie-in-domeniul-securitatii-cibernetice-

358035 
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The Impact of the Spread of False Information in the Context of the Conflict between Israel and 
Hamas 

In the context of the conflict that broke out on October 7 between Israel and Hamas, false narratives 
shape and heighten public opinion, amplifying hatred and segregation between the two camps. We mean not 
only the impact on Israelis and Palestinians, but also on the whole world, including those who identify with 
one of the parties involved in the conflict, those who have a cultural or historical connection with one of the 
parties, supporters of specific ideologies and other categories of people. In this context we are talking about a 
pandemic of misinformation that is creating chaos and exacerbating the emotions and opinions of millions of 
people around the globeĮ. So, the degree of disinformation in this conflict has reached alarmingly high levels. 
The director of the American consulting company SITE Intelligence Group, Rita Katz, describes the level of 
disinformation about this war as "shocking": "I have followed the conflicts for several decades. Iôve never seen 
anything like it [é] Itôs really making its way into respected news outlets in ways I never thought possible.òį 
The extent of disinformation can be considered directly proportional to the complexity and depth of the con-
flict. That is why its deepening is also caused by the spread of misinformation that polarizes perceptions, opin-
ions and causes. 

The current conflict between Israel and Hamas, part of a series of armed conflicts that began almost a 
century ago, highlights the hypothesis that false or distorted information has a devastating impact on public 
opinion, international politics and, last but not least, on the evolution of the conflict itself. Both camps use dis-
information and manipulation strategies to support their cause by providing false information, incomplete or 
distorted, which amplifies tensions and deepens the divide between the two parties involved. Disinformation 
therefore contributes to exacerbating conflict, spreading hatred and strengthening extremist positions. Accord-
ing to researchers in the field, there is a technique known as "trading up the chain" through which news agen-
cies promote false information in order to expose the audience to extremist points of view. In concrete terms, 
the power of information produces devastating effects, amplifying feelings of hatred and creating significant 
obstacles to the achievement of lasting peace. So is it in the actorsô interest to promote false information? Even 
if the fabrication of information represents an active political process that serves specific interests, we can af-
firm that this strategy leads to the deepening of the conflict. At the same time, another important aspect to dis-
cuss is related to the rationalization of violence. Actors spread false, distorted or manipulated information in 
order to legitimize and rationalize violence. The morality of this strategy often remains difficult to under-
stand, but we regularly see disinformation being used for nefarious purposes. 

This phenomenon can take various forms, unsubstantiated accusations, photo manipulations, incom-
plete or false reports and more. An important point to note is that these techniques are not a unique feature of 
the current war, in the Israeli-Palestinian conflict there is always this strategy of both camps to provide incom-
plete, false or distorted information. 

Pro-Israeli and pro-Palestinian Disinformation Campaigns  

We will provide some concrete examples to better understand what this phenomenon entails and how it 
shapes the conflict that began on October 7 in Israel and continued in Gaza. It should be noted that disinfor-
mation does not occur in isolated situations and is not used only by one of the camps. Therefore, we will list 
the disinformation campaigns of both sides to create as complex a picture as possible of the high level of disin-
formation that we find within this conflict.  
 A campaign involving the Government of Israel targeting US officials and members of Congress was 
recently discovered. The campaign involved the use of approximately 600 fake social media profiles, which 

 

ĮYusuf Can (2023), Digital Deception: Disinformationôs Impact in the Israel-Hamas War, Wilson Center, October 20, 2023 https://
www.wilsoncenter.org/article/digital-deception-disinformations-impact-israel-hamas-war accesat la data de 27/06/2024 
įJennifer Bell (2023), Fact or fiction? The damage of misinformation, disinformation in the Israel-Hamas war, Al Arabiya, English, 
November 20th, 2023,  https://english.alarabiya.net/infocus/2023/11/10/Fact-or-fiction-The-damage-of-misinformation-
disinformation-in-the-Israel-Hamas-war accesat la data de 27/06/2024 
Rachel Kuo, Alice Marwick (2021), Critical disinformation studies: History, power, and politics, Harvard Kennedy School 
Misinformation Review1, August 2021, Volume 2, Issue 4, p. 3. 
Ibidem, p. 4.  
Ibidem, p. 4.  

https://www.wilsoncenter.org/article/digital-deception-disinformations-impact-israel-hamas-war
https://www.wilsoncenter.org/article/digital-deception-disinformations-impact-israel-hamas-war
https://english.alarabiya.net/infocus/2023/11/10/Fact-or-fiction-The-damage-of-misinformation-disinformation-in-the-Israel-Hamas-war
https://english.alarabiya.net/infocus/2023/11/10/Fact-or-fiction-The-damage-of-misinformation-disinformation-in-the-Israel-Hamas-war
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published more than 2,000 comments. They supported Israelôs military actions in Gaza and condemned Pales-
tinian groups for violating human rights, thus promoting pro-Israel content. At the same time, the investiga-
tion led by the companies Meta and OpenAI proves that this disinformation campaign belongs to the Israeli 
company STOIC. Its online operations were primarily aimed at audiences in the United States of America and 
Canada. STOIC has created considerable volumes of articles and commentary with the goal of manipulating 
the public in a pro-Israel and anti-Hamas direction. Even though META has removed these accounts from 
social platforms, it is difficult to assess the impact of the campaign. While negative in itself, one thing is cer-
tain: this information has fueled Islamophobic beliefs, providing the public with further evidence to reinforce 
their extremist beliefs. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Fig.1 - United Citizens for Canada social media account uses AI-generated images to  
promote Islamophobia.  

Source: https://cyberscoop.com/israel-influence-operations-stoic/ 
 
Pro-Palestinian or pro-Hamas disinformation campaigns are also found online, with false information 

about Israel making the rounds of the world daily. So it is not just Israel that is using disinformation as a weap-
on against Hamas, with pro-Hamas and anti-Israel disinformation being supported by state actors such as Rus-
sia, Iran, China and more. Russia, taking advantage of the war between Israel and Hamas, has an opportunity 
to reassert anti-Western narratives. An eloquent example concerns the provision of false information stating 
that Hamas is supplied with weapons by Ukraine, but so far there is no evidence of this.  

Pro-Palestinian disinformation involves numerous examples of fake image and video manipulations. AI
-generated images are created and used to amplify the perception of victimization and accuse Israel of dispro-
portionate aggression. At the same time, images from previous conflicts or from other parts of the world are 
used. Specialists analyzed photos and videos that were viewed by hundreds of thousands of users of social 
platforms and discovered that they were fake.ĭ  The use of this type of imagery amplifies anti-Semitic senti-
ments among the global public, telling distorted and immoral narratives. In this way disinformation intensifies 
and fuels pre-existing anti-Semitic prejudices and stereotypes. 

 

Sheera Frenkel (2024), Israel Secretly Targets U.S. Lawmakers With Influence Campaign on Gaza War, The New York Times, June 
6th, 2024, https://www.nytimes.com/2024/06/05/technology/israel-campaign-gaza-social-media.html accesat la data de 26/06/2024  
Derek B. Johnson (2024), Israeli influence operation highlights global disinformation industry, CYBERSCOOP, June 5th, 2024, 
https://cyberscoop.com/israel-influence-operations-stoic/ accesat la data de 26/06/2024. 
Capitalising on crisis: Russia, China and Iran use X to exploit Israel-Hamas information chaos,Institute for Strategic Dialogue , 
October 25th, 2023, https://www.isdglobal.org/digital_dispatches/capitalising-on-crisis-russia-china-and-iran-use-x-to-exploit-israel
-hamas-information-chaos/. 
ĭInes Eisele, Uta Steinwerh (2023), Fact check: AI fakes in Israelôs war against Hamas, DW, October 10th, 2023, https://
www.dw.com/en/fact-check-ai-fakes-in-israels-war-against-hamas/a-67367744, accesat la data de 28/06/2024. 

https://cyberscoop.com/israel-influence-operations-stoic/
https://www.nytimes.com/2024/06/05/technology/israel-campaign-gaza-social-media.html
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https://www.isdglobal.org/digital_dispatches/capitalising-on-crisis-russia-china-and-iran-use-x-to-exploit-israel-hamas-information-chaos/
https://www.isdglobal.org/digital_dispatches/capitalising-on-crisis-russia-china-and-iran-use-x-to-exploit-israel-hamas-information-chaos/
https://www.dw.com/en/fact-check-ai-fakes-in-israels-war-against-hamas/a-67367744
https://www.dw.com/en/fact-check-ai-fakes-in-israels-war-against-hamas/a-67367744
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Combating Disinformation 

Digital literacy is those skills, knowledge and skills that people need to develop in order to avoid the 
pitfalls of misinformation. Promoting this type of literacy is essential to help the public differentiate between 
correct and false information. At the same time, disinformation is present on a large scale within social net-
works, a fact that requires the responsibility of these platforms in order to combat disinformation. Even though 
there are now algorithms that have the ability to detect fake information, social platforms are still a danger 
from this point of view, with many fake or distorted news circulating and manipulating millions of users. The 
existence of fact-checking platforms is an important step in the process of eliminating false information. 
Through their analysis, the impact of disinformation is mitigated. Last but not least, the importance of making 
the audience responsible must be remembered, as it is necessary to verify information and sources, especially 
in the event of a conflict. Even though news agencies or internet users have a responsibility to ensure that they 
share correct, verified and authentic information, the audience must be vigilant and flag any false information. 
The involvement of international actors in the fight against disinformation is essential and can contribute to a 
decrease in the volume of false information. 

Conclusions  

Disinformation is an extremely powerful weapon in the context of this war, having the ability to shape 
perceptions and influence the course of events. The conflict between Israel and Hamas, which erupted on Oc-
tober 7, demonstrates that disinformation exacerbates tensions and has significant destabilizing power. 
Through concerted efforts at fact-checking, media literacy and accountability on the part of platforms, the 
spread and impact of disinformation can be lessened, allowing for a clearer understanding of the evolution of 
the conflict. The Israeli-Palestinian conflict is perhaps the most divisive and polarizing, which is why people 
tend to support one side of the camp, consciously or unconsciously fueling the amplification and spread of 
false information. Disinformation fuels the atmosphere of intolerance, Islamophobic and anti-Semitic senti-
ments, deepening this inter-ethnic conflict. The gravity of the disinformation is amplified by the intensity of 
the conflict. It is worrying that internationally respected publications have admitted to publishing false infor-
mation, only to have it retracted. Finally, with the hope that this conflict will reach a peaceful solution in the 
near future, it is essential to reflect on the seriousness of the disinformation phenomenon. Peace can only be 
achieved when people are not manipulated into division, but encouraged into cooperation. 
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3. SECURITY AND RESILIENCE 

Hybrid Cold War, Non-Kinetic Pressures and  

Kinetic Subliminal Aggression ð Current and  

Future Challenges for NATO and the EU 

Ph. Eng. Stelian TEODORESCU 

ñSometimes You Have To Fight The Battle More Than 

Once Before You Winò 

Margaret Thatcher  

Russia has stepped up its hybrid warfare actions and, as expected, is looking to increase its pressure on 
Central Europe. This fact is not a surprise, especially if we remember that Central Europe is targeted by propa-
ganda, hybrid actions, disinformation and, last but not least, political influence and domination. Among those 
countries are: two big ones - Germany and Poland, as well as the five smaller ones - Slovakia, Austria, Swit-
zerland, Romania, Hungary, Czech Republic. All these nations were, and still are subjects of heated debates at 
an international level regarding to Russiaôs interests and actions.  

As expected, Russia is not holding 
back and is making a significant campaign 
of warning and threat pronounced in the 
Baltic States along the Polish border as 
well.  

In such an evolving context, the 
governments of NATOôs eastern flank 
increasingly see the major need for plan-
ning, organizing and conducting joint al-
lied actions. It is increasingly clear that a 
second cold war against the West is cur-
rently intensifying in Europe, as the main 
target is NATO. In essence, this cold war 
is similar to the first of the 20th century. It 
is a confrontation between nuclear powers 
that are capable of destroying each other. 
The contest is being waged on the brink 
of open war, using the nuclear threat as an 
essential tool of blackmail. However, the 
current variety of cold war differs greatly from its predecessor, as it uses a larger and more complex toolkit of 
diverse operations and activities that are often referred to as ñhybridò and, therefore, this second cold war can 
also be called a hybrid cold war. 

Source: https://romaniabreakingnews.ro/razboiul-informational-
parte-a-razboiului-hibrid-actual-mijloace-de-lupta-si-

contramasuri/ 
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The main source of risk for this cold war to turn into a hot one between Russia and NATO is the evolu-
tion of the situation in Ukraine, which, aside from direct fighting between Russian and Ukrainian troops, is 
also a proxy war between Russia and the West, with NATO participating indirectly to the conflict by support-
ing Ukraine. In such a context, we should not omit or be surprised by the involvement of so-called allies of 
Russia such as mainly China, Iran and North Korea, but we can never omit other states in the Middle East, Af-
rica or Asia, who through the voice of their leaders make this known. It has become abundantly clear to all cir-
cles of strategic analysis that the war in Ukraine has a direct impact and consequences on the entire global se-
curity environment, generating more than ever hybrid campaigns of confrontation between Russia on the one 
hand and NATO and the EU on the other on the other hand, as I pointed out previously. These Cold War II 
campaigns take the form of non-kinetic pressure and kinetic subliminal aggression. 

Hybrid non-kinetic modes of operation are primarily in the field of intelligence, including disinfor-
mation operations and sabotage in cyberspace; political pressures in a year with many electoral processes, in-
cluding diplomatic campaigns; espionage and so-called influence operations; migration and arming of other 
states in other important regions of the world; military blackmail (also related to nuclear weapons); challenges 
of significant diversity. All these operations are intended to indirectly manipulate the targeted governments 
and societies, i.e. to influence their cognitive, evaluative and decision-making processes, so that the response 
actions of the targeted countries are consistent with the objectives of the attacking party, such activities being 
also called cognitive warfare. Earlier I also referred to kinetic hybrid operations, which would constitute the 
next step in the evolution of the current situation: they lead to physical destruction in the attacked countries 
and to the intimidation of their societies - but such operations are still below the threshold of triggering open 
armed aggression. It is a covert, camouflaged, "false flag" use of the aggressorôs or local accomplicesô combat 
resources to carry out acts of sabotage (such as setting fire to large facilities, disrupting transportation and 
communications), and terrorist activities intended to cause public panic, and to reduce the force of the authori-
ties of the targeted country and, implicitly, the decision-making force to the level desired by the aggressor. As 
a result, kinetic hybrid operations may be conducted by secret service or special-forces agents, mercenaries, 
private military contractors, or recruited local criminals.  

Recently, there has been a notable escalation of hybrid activity on the eastern flank of NATO and the 
EU: a shift from non-kinetic pressure to kinetic aggression. Migratory pressure at the Polish-Belarusian border 
is an example of this, being an element of Russiaôs campaign - with the participation of Belarus - which has 
been taking a stand against Poland for several years. Border attacks combined with acts of espionage, increas-
ingly intense cyber- attacks and acts of sabotage show that Russia is targeting Poland, but also other NATO 
and EU border countries as objects of its subliminal war. The Kremlin probably hopes that, given the lack of a 
unified approach to these issues with full consensus in NATO and the EU, it can be predicted that the coun-
tries on the eastern flank may remain isolated at some point in trying to respond to this type of aggression.  

It has become very clear that we are dealing with a situation where consensus is elusive, and NATO 
member states further from the Russian border feel less threatened by this form of cold war, the Kremlin being 
well aware of this and making the most of this situation and, implicitly, aiming to escalate the confrontation. 
As a result, in the face of this unrelenting pressure, Poland decided to launch an extensive defense initiative, 
for four years, called East Shieldĭ to increase security in the border area with Belarus and Russia 
(Kaliningrad). The program aims to strengthen the current anti-hybrid defenses in the area and to prepare the 
country for to repel possible armed aggression from the east in a direct confrontation on the border.The East 
Shield program consists of several elements: building operational and tactical situational awareness capabili-
ties (radio-electronic and aerial reconnaissance with drones and advanced military surveillance systems); the 
technical development of the area in such a way as to prevent the possible advance of  

 
 
 

ĭEast Shield is a national defense initiative launched by the Polish government to fortify its eastern borders with Belarus and the 
Russian enclave of Kaliningrad. The program represents one of the most significant investments in national security and border de-
fense in Polandôs post-war history. The Polish government announced the East Shield program on 18 May 2024. The program aims 
to improve Polandôs military readiness and border security through a comprehensive combination of modern surveillance systems, 
physical barriers and infrastructure development. The program is supported by a substantial investment of approximately USD 2.55 
billion, which will be allocated over the next four years. This funding will support the construction and deployment of various de-
fense installations and systems along the border. 
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enemy troops, while facilitating the maneuver of own forces; ensuring the protection of soldiers and civilians 
against possible attacks. 

Other countries on NATOôs northeastern flank have reached similar conclusions as their concerns 
about the threat from Russia continue to grow. Lithuania, Latvia and Estonia plan to extend the Baltic Defense 
Line. Finland, known more recently as a NATO member state and long known for the thorough preparations 
carried out to defend its territory, plans to renovate and adapt former fortifications along its border with Rus-
sia. In this way, the countries on the north-eastern flank, by improving their defense systems, contribute to the 
security of NATO and the EU. In the context of the developments presented above, however, it has become 
very clear that, in recent times, the perception has been strengthened that defense consists not only of deter-
rence and resilience, but also of neutralizing or even striking the adversary. To be effective, defensive systems 
must be closely integrated with other strategic activities, such as general and technical intelligence, satellite 
and aerial surveillance, and air defense (including anti-missile, anti-aircraft and anti-drone access zones, ac-
tively deployed well ahead of the border of land defense). These elements must be supported by the ability to 
launch long-range precision weapons strikes against an aggressorôs troops throughout the depth and breadth of 
the theater of operations. In analytical circles, the idea is increasingly perpetuated that only an effectively 
overwhelmed and weakened enemy can remain locked in defensive fortifications, and that the attacking force 
will retain the initiative in choosing the time, place, and categories of forces employed, securing an advantage 
in the initial phase of a war. Such a reality argues strongly for the adoption and execution of a strategy of pre-
emptive defense early in a war ï including pre-emptive strikes on the adversaryôs troops when they initiate 
their own attacks. Modern surveillance capabilities make detection, assessment and decision-making much 
more reliable than previously possible.  

In such an evolving context today, it has become clear in the fields of international analysis that the 
strategy described above should be based on a doctrine of the entire Alliance, not only on an individual one of 
the frontline states. However strategically justified it may be, both in terms of its deterrence effectiveness and 
its defensive effectiveness, such a strategy is unlikely to be quickly adopted by allied states, even at the next 
summit in Washington (July 9-12, 2024). The various political attitudes of Alliance members ï visible, for ex-
ample, in the context of supporting Ukraine in its defensive war against Russia ï do not bode well for the like-
lihood that the Eastern Flank approach will be adopted as common doctrine. This situation somehow suspends 
in a vacuum the political declaration of the 2023 NATO summit in Vilnius to defend "every centimeter" of the 
Allianceôs territory and calls into question the overall credibility of Article 5 that if an ally is attacked, it it will 
be considered an attack against everyone. A possible lack of consensus and cohesion also reduces the potential 
strategic effectiveness of frontline statesô defense initiatives in this second hybrid Cold War. If Polandôs East-
ern Shield and Baltic Defense Line are not sustained by the threat of Allied pre-emptive strikes, they may 
share the fate of countless failed defense lines throughout history - from the Great Wall of China to the Magi-
not LineĮ and the Alpine Line. For this reason, the countries on the north-eastern flank of NATO strive for the 
greatest possible internationalization of responses and EU support for their defense initiatives to deter hybrid 
warfare attacks.  

Poland, for example, relies on Frontex, the European Border and Coast Guard Agency, which will be 
heavily involved in securing its border with Belarus as the EUôs eastern external border. They also hope for 
solidarity and more foresight from other European countries and that they will deploy their forces on the front 
line of anti-hybrid defense. Warsaw is also undertaking diplomatic measures and efforts to ensure that defense 
investments along the border area will be co-financed from EU common funds. Warsaw insists that, as an ur-
gent necessity, both Polandôs Eastern Shield and the Baltic countriesô initiatives should be reviewed at the next 
Alliance summit and accepted as allied tasks, implemented with the participation of member states and within 
Alliance structures.  

 
 

ĮThe Maginot Line (French: Ligne Maginot, named after the French Minister of Defense Andr® Maginot) consisted of a series of 
concrete fortifications, anti-tank obstacles, heavy artillery, casemates, machine guns and other defenses, built between the 1920s 
and 1930s and modernized between the 1930s and 1940s, which France built along the border with Germany, Belgium, Luxem-
bourg, Switzerland and Italy, as a result of the experience of the First World War and to prepare against a possible attack, especial-
ly from Germany. In general, the term Maginot Line refers to the line of fortifications on the German border (350 km), while the 
Alpine Line refers to the fortifications on the Franco-Italian border. 
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In the context of ongoing anti-hybrid defense, a review of rules and procedures is needed to identify 
how existing operational plans need to be updated and enhanced to counter emerging risks.  

In conclusion, we can say that the essential challenge facing NATO and the EU is adapting to a security 
environment that is constantly and rapidly changing, among the main challenges being those generated by 
Russia in Europe, China in any part of the world, Iran in the Middle East and North Korea in the Sea of Japan 
on the borders of South Korea and Japan. An urgent and crucial element of this adaptation is to adequately 
harden the eastern flank against hybrid attacks ï including defense against subliminal aggression. Subsequent-
ly, it will be extremely important to adjust NATOôs deterrence and defense capabilities to match any outcome 
of the war in Ukraine (Russian victory, Ukrainian victory, permanent war, or frozen conflict). 

These measures are considered as fundamental security needs by the states in the front line of the sec-
ond cold war, but this time hybrid, which are obliged to adopt the optimal decisions and put into operation crit-
ical initiatives in this regard. However, a natural question arises: will NATO and the EU as a whole be able to 
carry out this necessary adaptation strategically, proactively ahead of the expected needs ï or will they contin-
ue to react only reactively operationally (as with support for Ukraine) in response to the next challenges? 
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3. SECURITY AND RESILIENCE 

Europe Should Learn from the Efficient Use of 

South Koreaõs Defence Budget 

PhD. Jean MARSIA (Belgium) 

 Russia, whose economy is much weaker than Europeôs, has been able to wage a full-scale war in 
Ukraine for more than two years, because it 
has set up a war economy, thanks to an op-
pressive political and economic system. The 
war in Ukraine has highlighted that Europe-
ans, despite being among the worldôs big-
gest spenders on defence, do not have mili-
tary power. This is why they are struggling 
to provide meaningful military support to 
Ukraine1. European countries are not up to 
the military challenge that Russia poses to 
European security; they must find a way to 
translate their economic advantage into a 
military advantage. To correct this, South 
Korea can offer them useful lessons2. 

75 Years of the Korean War Have 
not Harmed South Koreaôs Development 

Since 1950, South Korea has faced 
North Koreaôs aggressiveness. This one has 
a population of 26 million inhabitants, a 
gross domestic product (GDP) of only 40 
billion ú, i.e. barely 1,800 ú per capita3, but 
it is the most militarised country in the world: its peopleôs army is said to be 1,125,000 active soldiers and 5 to 
10 million reservists, equipped notably with 3,800 battle tanks and 15,000 artillery pieces, provided during the 
Cold War by the Soviet Union and Communist China. 

South Korea had the political will to counter this threat and to establish the economic and industrial 
bases to maintain a deterrent armed force. It has steadily increased its defence budget and modernized its 
armed forces even after the end of the Cold War, to be able to counter Pyongyang. The political stability due to 
the consensus between conservatives and liberals has been beneficial to the sustainability of defence plans and 
the ability of the defence industry to develop weapons systems in a cost-effective manner. 

 
 

1Max Colchester, David Luhnow and Bojan Pancevski, "Alarm Grows Over Weakened Militaries and Empty Arsenals in Europe" in 
Wall Street Journal, 11 December 2023. 
2See Bence Nemeth, "South Korean Military Power" in The RUSI Journal, https://rusi.tandfonline.com/doi/
full/10.1080/03071847.2024.2355136, 19/6/2024. 
3Joseph H. Chung, Florian Gauthier, £ric Boulanger, Kim Jung-unôs North Korea: Challenges and Opportunities , Universit® du 
Qu®bec ¨ Montr®al, https://ceim.uqam.ca/db/spip.php?article9829#:~:text=contre%20¨%20peine%2040%20milliards,fois%
20plus%20®lev®%20au%20Sud, 2015. 

Source: https://eastasiaforum.org/2021/12/22/putting-south-
koreas-proactive-national-defence-strategy-in-perspective/ 

https://rusi.tandfonline.com/doi/full/10.1080/03071847.2024.2355136
https://rusi.tandfonline.com/doi/full/10.1080/03071847.2024.2355136
https://ceim.uqam.ca/db/spip.php?article9829#:~:text=contre%20à%20peine%2040%20milliards,fois%20plus%20élevé%20au%20Sud
https://ceim.uqam.ca/db/spip.php?article9829#:~:text=contre%20à%20peine%2040%20milliards,fois%20plus%20élevé%20au%20Sud
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 At the origin not very industrialized and lacking significant natural and human resources, because in 
1945 78% of its population was illiterate4, it seemed doomed to underdevelopment5, but it benefited from 
Western aid. In the 1960s and 1970s, it carried out accelerated industrialization in the steel industry, shipbuild-
ing, and electronics. This allowed the South Korean economy to move closer to the West, but political and 
trade union freedoms remained limited6. It was not until the end of the Cold War that South Korea became a 
democratic country. It has remained competitive in many sectors, as South Koreans work longer hours than 
Europeans and South Korean companies invest heavily in new technologies, such as automation, to keep their 
costs low7. 
 In 2024, the 51.6 million South Koreans generate a GDP of ú1,672 billion. With a GDP per capita of 
$32,418, comparable to that of Italy and Spain, they are twenty times richer than their northern neighbours8. 
South Korea is the second largest shipbuilder after China, with a 25% share of the global market9. It is the sec-
ond-largest producer of semiconductors after Taiwan10, the fourth-largest exporter of electronics11, the fifth-
largest auto producer, producing more cars than Germany12, and the sixth-largest steel producer, producing 
nearly twice as much steel as Germany and five times as much as France13. 

A Robust and Competitive Defence and Defence Industry 

 South Koreaôs defence budget is 2.8% of the GDP or 47 billion ú. It is used rationally. One-third of 
South Koreaôs active military personnel, or 365,000 soldiers, including 29,000 marines14, 70,000 sailors and 
65,000 air force personnel15, are professionals, two-thirds are conscripts who serve for 18 to 21 months, ac-
cording to the service. They are much better equipped and have a much higher military readiness than Europe-
an armies, which spend five times as much. NATOôs largest military exercise since the Cold War took place in 
2024. It brought together 90,000 military personnel from 32 countries16. South Korea holds annual drills that 
involve about 200,000 South Korean military personnel and 10,000 to 20,000 Americans17. 
 
 
 
 
4Jun-kyung Kim and KS Kim, 2011 Modularization of Koreaôs Development Experience: Impact of Foreign Aid on Koreaôs Develop-
ment, Korea Development Institute School of Public Policy and Management, 2012, p. 41, https://archives.kdischool.ac.kr/
bitstream/11125/41935/1/%282011%29%20Modularization%20of%20Korea%27s%20development%20experience_impact%20of%
20foreign%20aid%20on%20Korea%27s%20development.PDF.  

5Ramon Pacheco Pardo, Shrimp to Whale: South Korea from the Forgotten War to K-Pop, London: Hurst Publishers, 2022, p. 36ï
37. 

6Il-woo Lee and Alan Chong, "Curing National Insecurity through Developmental Authoritarianism in South Koreaôs CivilïMilitary 
Relations" in Alan Chong and Nicole Jenne (eds.), Asian Military Evolutions: CivilïMilitary Relations in Asia, Bristol, Bristol Uni-
versity Press, 2023, p. 255. 

7Hanako Montgomery, ñAsiaôs Most Overworked Country Wants to Improve Work-Life BalanceðBy Raising Work Hoursò in Vice, 
24 March 2023, https://www.vice.com/en/article/wxjqyb/south-korea-69-hour-work-week ; Sam Kim, South Koreaôs Robots Are Both 
Friends and Job Killers, Bloomberg, 11 November 2019, https://www.bloomberg.com/graphics/2019-new-economy-drivers-and-
disrupters/south-korea.html. 
8International Monetary Fund, óWorld Economic Outlook Database: April 2024ô, https://www.imf.org/en/Publications/WEO/weo-
database/2024/April/weo-report/. 
9Amanda Lee and Ralph Jennings, "China Becoming Worldôs Go-to for Shipbuilding after "Boom of Overseas Orders", but Global 
De-risking Threatens to Rock the Boat" in South China Morning Post, https://www.scmp.com/economy/global-economy/
article/3225973/china-becoming-worlds-go-shipbuilding-after-boom-overseas-orders-global-de-risking-threatens-rock, 12/7/2023. 

10World Population Review, ñSemiconductor Manufacturing by Country 2024ò, https://worldpopulationreview.com/country-
rankings/semiconductor-manufacturing-by-country. 
11Seair Exim Solutions, Top 10 Electronics Exporters by Country 2022ï23, 10/42023, https://www.seair.co.in/blog/top-10-
electronics-exporters-by-country-2022-23.aspx. 
12International Organization of Motor Vehicle Manufacturers, 2022 Production Statistics, https://www.oica.net/category/production-
statistics/2022-statistics/. 
13World Steel Association, World Steel in Figures 2023, https://worldsteel.org/steel-topics/statistics/world-steel-in-figures-2023/
#major-steel-producing-countries-%3Cbr%3E-2021-and-2022. 
14IISS, The Military Balance, pp. 285, 287.  

15Ibid, p. 91, 96, 151, 285.  

16Jonathan Beale, "Sweden and Finland join NATOôs Biggest Military Exercise in Decades" in BBC News, 11/3/2024. 

17Tong-Hyung Kim, "South Korea, US to Begin Expanded Military Drills Next Week" in The Diplomat, https://
thediplomat.com/2022/08/south-korea-us-to-begin-expanded-military-drills-next-week/, 17/8/2022.
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https://archives.kdischool.ac.kr/bitstream/11125/41935/1/%282011%29%20Modularization%20of%20Korea%27s%20development%20experience_impact%20of%20foreign%20aid%20on%20Korea%27s%20development.PDF
https://www.vice.com/en/article/wxjqyb/south-korea-69-hour-work-week
https://www.bloomberg.com/graphics/2019-new-economy-drivers-and-disrupters/south-korea.html
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https://www.scmp.com/economy/global-economy/article/3225973/china-becoming-worlds-go-shipbuilding-after-boom-overseas-orders-global-de-risking-threatens-rock
https://www.scmp.com/economy/global-economy/article/3225973/china-becoming-worlds-go-shipbuilding-after-boom-overseas-orders-global-de-risking-threatens-rock
https://worldpopulationreview.com/country-rankings/semiconductor-manufacturing-by-country
https://worldpopulationreview.com/country-rankings/semiconductor-manufacturing-by-country
https://www.seair.co.in/blog/top-10-electronics-exporters-by-country-2022-23.aspx
https://www.seair.co.in/blog/top-10-electronics-exporters-by-country-2022-23.aspx
https://www.oica.net/category/production-statistics/2022-statistics/
https://www.oica.net/category/production-statistics/2022-statistics/
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https://worldsteel.org/steel-topics/statistics/world-steel-in-figures-2023/#major-steel-producing-countries-%3Cbr%3E-2021-and-2022
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 The South Korean Air Force has U.S. F-35, F-15 and F-16 combat aircrafts and indigenous FA-50s, 
which make up 60 percent of the fleet. The remaining 40% are made up of F-5s and F-4s, which are being re-
placed by KF-21s. In the army, half of the equipment and weapons systems date from the 1960s and 1970s. 
This makes it possible to maintain a mass significantly higher than those of the European armies, which are 
struggling to give Ukraine more than a few dozen howitzers and armoured vehicles18 and a limited amount of 
ammunition19. 
 The manufacture of weapons, including the M16 rifle, began in South Korea in the early 1970s, under 
US licenses, to reduce dependence on imports, reduce costs and achieve technology-intensive industrializa-
tion20. In the 1980s and 1990s, South Korea switched to licensed production of U.S. combat aircrafts, first the 
old-design F-5, then the F-16, then German Type 209 and 214 submarines and Italian CM6614 armoured in-
fantry carriers. It began research and development in the 1990s.21 

In 2024, South Korea is the eighth largest arms exporter and aims to be the fourth largest by 202722. It 
produces 80% of its armament. The size of an army allows economies of scale in maintenance and lowers the 
unit costs of armaments, provided that the organization is efficient. The K2 main battle tank is as good as the 
German Leopard 2.23 The K9 155 mm tracked self-propelled howitzer is equipped with an automatic loading 
system for a high rate of fire. The K239 multiple launch rocket system competes with the American HIM-
ARS24. The KF-21 fighter aircraft is being developed in collaboration with Indonesia, and its serial production 
will begin in 202425. South Korea is becoming more and more self-sufficient in missile systems26. It builds 
highly sophisticated warships, including submarines and amphibious ships27. It is capable of producing on a 
large scale, quickly and cheaply, which is why the K9 howitzer, which costs less than half of its European 
equivalents28, has been sold to Estonia, Finland, Norway, Poland and Turkey29. Romania is considering its pur-
chase in 202430. Germany will only be able to deliver a first batch of tanks and artillery systems to Poland in 
the early 2030s, Seoul did it in five months31. Poland will also purchase 48 FA-50 fighter jets, 672 K9s, 288 
K239s and 180 K2 tanks, which will be delivered within three years. A further 800 K2s will be produced in 
Poland before 203032. 
 
 
18Kiel Institute for the World Economy, "Number of Disclosed Artillery, Mortar, and Multiple Rocket Launcher (MRL) Units Com-
mitted to Ukraine as of January 2024, by Type Donor Country" in Statista, 16/2/2024, https://www.statista.com/statistics/1314456/
ukraine-military-aid-artillery/. 
19Grace Eliza Goodwin, "Ukraineôs Unending Demand for Artillery Shells to Fight Russia is Tapping Out Critical Western Ammo 
Stockpiles, which officials say are almost empty" in Business Insider, 4/10/2023, https://www.businessinsider.com/ukraines-demand-
for-artillery-is-drying-out-western-stockpiles-2023-10?r=US&IR=T  
20Richard A. Bitzinger, "The Defense Industry of the Republic of Korea", op. cit. op. cit., p. 378.  

21Ibid.,p. 379ï80. 

22sn, "Meet the Worldôs New Arms Dealers" in The Economist, 19 September 2023, https://www.economist.com/
international/2023/09/19/meet-the-worlds-new-arms-dealers. 
23Blake Herzinger, "South Korea Could Sweep Up Europeôs Tank Market" in Foreign Policy, 30/1/2023, https://
foreignpolicy.com/2023/01/30/south-korea-europe-k2-tanks-defense-partnerships-germany/. 
24Sakshi Tiwari, "Cheaper & Readily Available, South Koreaôs K239 Chunmoo MLRS is Giving HIMARS a Run for Its Money" in 
EurAsian Times, https://www.eurasiantimes.com/cheaper-readily-available-south-koreas-chunmoo-mlrs-is-giving/, 28/7/2023. 

25Seung-woo Kang, "Korea to Start Mass Production of KF-21 in 2024" in Korea Times, 23/3/2023, https://www.koreatimes.co.kr/
www/nation/2023/10/113_347689.html. 
26Richard A. Bitzinger, óThe Defense Industry of the Republic of Koreaô, op. cit. cit., p. 380. 

27sn, 2022 Defense White Paper, Seoul, National Defense Strategy Division, p. 327ï328. 

28Kyung-jin Kim and So-yeon Yoon, "Korea Defense Exports: More Bang for the Buck" in Korea JoongAng Daily, https://
koreajoongangdaily.joins.com/2022/05/23/business/industry/Korea-defense-K9/20220523094919087.html, 23/5/2022. 

29sn, "Hanwha Defense Signs 2.4 Billion Contract to Supply K9 Self-Propelled Howitzers to Poland" in EDR On-Line, https://
www.edrmagazine.eu/hanwha-defense-signs-2-4-billion-contract-to-supply-k9-self-propelled-howitzers-to-poland, 29/8/2022. 
30Hyung-Kyu Kim, "Hanwha Expected to Sign $751 Million Howitzer Deal with Romania" in Korea Economic Daily, https://
www.kedglobal.com/aerospace-defense/newsView/ked202402260005.  

31Seung-woo Kang, "First Batch of K2, K9 Arrives in Poland" in Korea Times, https://www.koreatimes.co.kr/www/
nation/2023/10/113_341288.html, 7/12/2022. 
32Saeme Kim and Bence Nemeth, "South Korea: An Emerging NATO Partner" in Zeno Leoni, Maeve Ryan and Gesine Weber (eds.), 
War in Ukraine: One Year On (London: Kingôs College, 2023), p. 46, https://www.kcl.ac.uk/warstudies/assets/war-in-ukraine-one-
year-on.pdf. 
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Conclusion 

South Korea has shown us the importance for a country to apply the basic principles of political science 
when developing its defence policy and defence industrial policy. The sustainability of political plays a crucial 
role. It is the only way to set relevant, therefore consensual, therefore stable, priorities. Only a state organiza-
tion allows this. Coalitions of states, associations of states and confederations bring together only disparate and 
fluctuating wills. They do not allow the general interest to take precedence over individual interests. 

Europe is prosperous enough to still maintain in 2024 an impressive mass of more than one million ac-
tive military personnel, but they absorb the bulk of defence budgets. European weapons systems are now pro-
duced in small numbers, making them more expensive to acquire, implement and maintain. Our military is 
therefore for the most part poorly equipped and undertrained. NATOôs recommended resumption of invest-
ment, if sustained in the long term, will lead to economies of scale, provided that the increase in spending is 
not limited to the increase in waste induced by the multiplicity of decision-makers. 

The global geopolitical situation and the internal tensions between very antagonistic political tenden-
cies require Europeans to study the example of South Korea to relearn these basic principles. It is very urgent. 
Europe can draw inspiration from this to finally equip itself with an efficient defence and to develop its de-
fence industry. To do this, Europe should become a federal state, capable of establishing its priorities, setting 
its defence plans and its defence industrial policy. 

Europe must put an end to 75 years of military weakness, but also stop its scientific, technological, and 
industrial decline. It still has an industrial sector including, for example, steel, automotive and micro-
electronics activities, which will help our defence industry to keep the costs of defence products and services 
low, reduce our dependence on imports, make our supply chains safer, increase our competitiveness and 
achieve a technology-intensive reindustrialisation of Europe. 



Geostrategic Pulse, No.296, May- June 2024                                                                      www.pulsulgeostrategic.ro                

56 

3. SECURITY AND RESILIENCE 

Europeõs Future Hinges on Ending Monopolistic 

Power Amid Global Turmoil 

Marian Ovidiu RAUTOIU  

In an era marked by unprecedented global challenges, Europeôs future stability and prosperity 
increasingly hinge on dismantling monopolistic power. The ongoing war in Ukraine, North Korean aggression, 
Chinaôs ambitions regarding Taiwan, climatic changes, and economic dependencies reveal the critical need for 
Europe to foster a competitive, resilient economy free from the stranglehold of monopolies. These complex 
geopolitical and environmental dynamics underscore the urgency of ending monopolistic practices to 
safeguard Europeôs strategic autonomy and ensure sustainable growth. 

Ukraineôs War and the Need for Energy Independence 

The war in Ukraine has starkly 
highlighted Europeôs energy vulnerabilities. 
For years, European countries have been 
heavily dependent on Russian energy 
supplies, a relationship that has proven to be 
a strategic liability. The concentration of 
energy supply in the hands of a few 
powerful entities, particularly state-
controlled monopolies like Gazprom, has 
left Europe exposed to economic blackmail 
and supply disruptions. 

To counter this, Europe must: 
Diversify Energy Sources: Investing 

in renewable energy and alternative 
suppliers can reduce dependency on 
monopolistic energy providers. Expanding 
the use of wind, solar, and other renewable 
sources not only promotes energy security 
but also aligns with climate goals. 

Strengthen Energy Infrastructure: Developing a robust, interconnected energy grid within Europe can 
facilitate better distribution and reduce the impact of localized disruptions. 

North Korean Aggression and Technological Vulnerabilities 

North Koreaôs cyber capabilities and aggressive stance pose significant security threats. The countryôs 
involvement in high-profile cyberattacks has exposed vulnerabilities in critical infrastructures globally, often 
targeting monopolistic tech giants that control vast amounts of data and infrastructure. 

To mitigate these risks, Europe needs to: 

Source: https://www.euractiv.ro/eu-elections-2019/parlamentul-
european-lanseaza-procesul-de-modificare-a-tratatelor-ue-
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Enhance Cybersecurity: Implementing stringent cybersecurity measures and fostering a competitive 
tech sector can reduce vulnerabilities. Encouraging innovation and competition in the tech industry ensures 
diverse and robust solutions to cyber threats. 

Support Tech Startups: Providing support for small and medium-sized tech enterprises can drive 
innovation and reduce reliance on a few dominant players, making the sector more resilient to cyber threats. 

Chinaôs Ambitions and Strategic Autonomy 

Chinaôs ambitions to regain Taiwan and its broader geopolitical strategy pose significant challenges. 
Europeôs economic dependence on China, particularly in sectors like technology and manufacturing, has 
strategic implications. 

To enhance strategic autonomy, Europe should: 

Reduce Dependency on Chinese Supply Chains: Encouraging the development of local industries and 
diversifying trade partnerships can mitigate the risks associated with over-reliance on Chinese imports. 

Promote Domestic Manufacturing: Investing in domestic manufacturing capabilities, especially in high
-tech sectors, can reduce strategic vulnerabilities and create economic resilience. 

Climatic Changes and the Need for Sustainable Practices 

Climatic changes present a profound challenge for Europe. Monopolistic practices in industries such as 
energy and agriculture often prioritize short-term profits over sustainable practices, exacerbating 
environmental degradation. 

To address climatic changes, Europe must: 

Promote Sustainable Practices: Enforcing regulations that encourage sustainable practices and penalize 
monopolistic entities that engage in environmentally harmful activities is crucial. 

Invest in Green Technologies: Supporting innovation in green technologies and renewable energy can 
drive sustainable economic growth and reduce the environmental impact of monopolistic industries. 

Economic Dependence and the Drive for Diversification 

Europeôs economic dependence on a few key sectors and companies has significant implications for its 
economic stability. The monopolistic control in sectors like finance, technology, and pharmaceuticals can lead 
to market imbalances and reduce economic resilience. 

To foster a more balanced economy, Europe should: 

Strengthen Antitrust Regulations: Vigorous enforcement of antitrust laws can break up monopolistic 
entities and promote fair competition. 

Support SMEs: Providing financial incentives and reducing regulatory burdens for small and medium-

sized enterprises can stimulate economic diversification and innovation. 

Encourage Competition in Finance: Diversifying the financial sector by supporting fintech startups and 
alternative banking solutions can reduce the dominance of major financial institutions and enhance economic 
stability. 

Conclusion 

The cessation of monopolistic power is imperative for Europeôs future, particularly in light of the 
multifaceted global challenges it faces. By dismantling monopolies and fostering a competitive, resilient 
economy, Europe can enhance its strategic autonomy, ensure sustainable growth, and better withstand 
geopolitical and environmental pressures. The path forward requires decisive action to promote competition, 
support innovation, and reduce dependencies, securing a prosperous and stable future for the continent. 
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3. SECURITY AND RESILIENCE 

Emergency Management and Community 

Resilience through Augmented Reality (AR) 

PhD. Eng. Constantin REBEDEA 

 

Abstract:  

Our physical environment is more fragile, contrary 
to what we may think. It is prone to earthquakes, tsunamis, 
fires or other man-made threats. Since some of these disas-
ters occur unpredictably, emergency management is some-
thing that as a society must be continually worked on to 
help those in need. This is where technology comes in. With 
Augmented Reality (AR) and Virtual Reality (VR), person-
nel can be trained by recreating real-life situations to pre-
pare them for responding to such disasters. RA in rescue 
management can help train emergency personnel and im-
prove their situational awareness. Disaster management has 
always been a critical aspect of emergency response. From 
natural disasters to unforeseen accidents, effective disaster 
management can save lives and minimize the impact on af-
fected areas. With technological advances, especially in 
augmented reality (AR) and geolocation, a new era of disas-
ter management is emerging. 

Keywords: Virtual and augmented reality, resili-
ence of communities, AR in rescue management, emergen-

cy management, development of analytical tools. 

Introduction  

Augmented reality is a technology that combines virtual elements with the real environment, usually 
using devices such as augmented reality glasses or other dedicated devices. This technology provides users 
with an enhanced experience of the environment by adding virtual elements such as images, sounds or addi-
tional information.  

Augmented reality is used in various fields, starting with video games, education, design, medicine, 
marketing, but also in the field of critical services (emergency situations) and military.  

Augmented reality in emergency situations is a technology that combines the real world with virtual 
elements to help manage and respond to emergency situations. Through the use of devices such as virtual reali-
ty (VR) goggles and/or headsets, this technology can provide additional information, instructions and guidance 
to emergency responders in real time.  

The use of augmented reality in emergency situations can have several advantages. This can provide 
response teams with relevant information about the incident site, such as maps, diagrams or floor plans of the 
affected buildings. It can also provide visual instructions and step-by-step guidance on proper procedures for 
handling critical situations. 

Additionally, by using this technology, teams can collaborate more effectively through information 
sharing and improved communication between the various departments involved in managing an emergency.  

Source: Image generator, graphic edit-
ing of images created with the help of AI 




